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Abstract—The combination of reconfigurable intelligent sur-
face (RIS) and integrated sensing and communication (ISAC)
can improve the resource utilization in non-light-of-sight s-
cenarios. However, the private information in this situation
raises security concerns when the transmission behavior is
detected by wardens. Against this background, we investigate a
covert transmission problem in an RIS assisted ISAC system.
Specifically, we obtain a tractable form of covertness constraint
in terms of minimum detection error probability via the optimal
detection threshold, paving the way for optimization process.
Then, the sum covert transmission rate is maximized by jointly
optimizing the beamforming of confidential signal and jamming
signal as well as the RIS’s phase shift. To solve the above non-
convex problem, we propose a joint covert beamforming and
the phase shift of RIS optimization-based twins-deep determin-
istic policy gradient (CBP-TD3) algorithm. Finally, simulation
results demonstrate the effectiveness of the proposed CBP-TD3
algorithm in the covertness.

Index Terms—Covert communications, deep reinforcement
learning, integrated sensing and communication, reflecting in-
telligent surface.

I. INTRODUCTION

Integrated sensing and communication (ISAC), as a can-
didate technology of six-generation mobile network, can
satisfy the communication and sensing requirements of the
promising applications including autonomous-driving, smart
home, etc. [[1]. Owing to the sharing spectrum and broadcast-
ing nature of wireless propagation, the security concerns in
ISAC cannot be ignored [2]. Most of works mainly focus
on protecting the confidential information content via the
physical layer security. However, malicious adversaries can
launch additional attacks on the information source once
they become aware of the transmission behavior. Against
this background, covert communication has been emerged,
aiming to hide the existence of wireless transmissions and
then maintain a high level of security [3]], [4].

Moreover, the blocking and scattering in propagation envi-
ronments severely degrade the performance of covert ISAC,
particularly in sensing target. To tackle this issue, reconfig-
urable intelligent surface (RIS) can reshape wireless channels
for effective informtion transmission and establish the extra
links for sensing [5[, [6]. Although the extra links can
improve transmission performance, they can also increases
the risk of information exposure. Hu et al. in [7] investigeted
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Fig. 1. RIS-aided covert ISAC network.

a RIS assisted covert ISAC system, where both the covert
rate and the targets probing power were maximized.

The aforementioned works typically employed traditional
mathematical optimization methods to perform the transmit
beamforming and/or phase shift design, such as successive
convex optimization and block coordinate descent based
on the alternating optimization algorithm and majorization
minimization algorithm. However, these analytical optimiza-
tion methods depend on approximated models that fail to
accurately characterize the system dynamics due to the time-
varying radio channel. This results in the suboptimal solu-
tions for non-convex optimization problems. Recently, deep
reinforcement learning (DRL) has emerged as an effective
method to tackle the aforementioned issues. Wang ef al. in [{8]]
investigated an ISAC system with the multiple-input multiple-
output, where the sum rate was maximized subject to a
sensing constraint. The non-convex optimization problem was
solved by the proposed the DRL algorithm. Hu et al. in 9]
investigated covert unmanned aerial vehicle communications
and proposed a DRL algorithm to tackle the average covert
rate optimization problem subject to the covertness constraint.

To the best of our knowledge, this is the first work to
employ DRL to address the optimization problem in RIS-
aided covert ISAC system. We first establish RIS assisted



covert ISAC network model, where the RIS is utilized to
establish an additional transmission link for sensing the target
through reflecting and transmitting the communication signal
and the target as Willie detects the transmission between
Alice and multiple legitimate users. Then, we consider the
noise uncertainty at Willie and analyze the detection per-
formance. Finally, the sum covert transmission rate (SCTR)
maximization problem is formulated subject to the reliabil-
ity constraint, beampattern gain constraint and covertness
constraint, which is non-convex. To tackle this non-convex
optimization problem, we propose the CBP-TD3 algorithm to
obtain the solution of covert beamforming and the phase shift
of RIS. The simulation results verity the effectiveness of the
proposed CBP-TD3 algorithm and demonstrate the CBP-TD3
algorithm surpasses benchmark algorithms in covertness.

II. SYSTEM MODEL
A. System Model

As depicted in Fig. [T, we consider an RIS-aided covert
ISAC network being composed of a base station (Alice),
an RIS, K legitimate users (Bobs), and a target (Willie)
that can detect the transmission behavior. The dual-functional
radar and communication base station (BS) equipped with a
uniform linear array of M antennas senses the target and
covertly communicates with Bobs. Each Bob and the target
consist of a single antenna. The direct paths from the BS to
the ground nodes are severely obstructed due to the blockages
or intricate environment. To tackle this issue, we deploy
the RIS with IV reflecting units to provide additional links
that simultaneously facilitate communication and sensing. We
consider a 3D Cartesian coordinate system, where the coordi-
nates of BS, RIS, kth Bob (By), Vk € K = {1, ..., K} and the
target are denoted by S = [z, ys, 25 TR = [:Jcr,yr,zr]T,
By = [zk, Yk, O}T, and T = [z4,y:, 0], respectively.

B. Channel Model

The channel from the BS to RIS follows the Rician fading,
given by

J— [ Usr Los, | 1 NLoS
H= SR ——— _H H 1
bdsg < Jsr + 1 + Jsr + 1 D

where [ stands for the path loss at the reference distance

do =1m, dsg = \/||S — R/|® refers to the distance between
the BS and RIS, agg is the path-loss exponent, and Jgg is
the Rician factor. HNM°S ¢ CN*M denotes the non-line-
of-sight (NLoS) component, modeled as a complex Gaussian
variable, i.e., HNXS ~ CN (0,1). H**S = a% ay is the line-
of-sight (LoS) channel component, where the receive array
response of RIS ay and the transmit array response aj; can
be respectively given by

ay = [17 eijT”dcos(CSR)“.? 67j27”(N71)dcos(CSR)i|7 )

aM — |:17e—jQTTrdNCOS(CD)“.’e—jQT"(]\/[—l)JCOS(CD)} . (3)

In (2), d is the unit spacing of RIS, (sr is the azimuth angle of
arrival, A is the carrier wavelength, and cos ((sr) = %
In , d is the antenna separation and (p is the known angle-
of departure (AoD) [10].

The channels from RIS to By and target are respectively

modeled by a Rician fading link as
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where € {k,T}, X € {B,T}, dzn = y/|R— By’
refers to the distance between the BS and Bj and target,
respectively, agy, stands for the path-loss exponent, and Ygp
is the Rician factor. h}}-°5 € CM*! denotes the NLoS
component, modeled as a complex Gaussian variable, i.e.,
hNLeS ~ CN(0,I). hkeS € CN*! is the LoS channel
component, which can be given by

hrp=

hLOS —

T
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where (Rry, is the azimuth AoD from the RIS to By, and target,

and cos (Cry) = %,Vk € K and cos ((rr) = %

C. Covert Transmission Model

In the proposed RIS-aided covert ISAC system, a dual
signal transmitted by the BS at the [-th channel use, VI €
L ={1,...,L} can be given by

K

x[l]= Zk:l Wik [[[+Wos, [I], (6)
where sy [[] € C'*! is the covert signal intended at By
with E |[s [[]]?| = 1, s, [l] € C'*! is the jamming signal
with E ||s, [[]|*| = 1, and wy, € CM*! and w, € CMx1

is the corresponding beamforming vector, which satisfy
K 2 2 . .
Do W+ Wol|® < Pmax, Where Ppay is the maximum
transmit power at the BS.
Therefore, the received signal at By can be given by

K
yi. [1] = hil, ®Hwys, [1] + Z‘ik hi; ®Hw;s; [[]
N—— 7

Desired si 1
esired signa Multi—user interference (7)

+ hfl, ®Hw,s, [I] +ny[]],
—_——
Jamming interference

where ny [I] ~ CN (0,07) denotes the additive white
Gaussian noise (AWGN) at Bj and the reflected am-
plitude coefficients of RIS can be given by ® =
diag {7, ... e . eI} € CN*N where 6,, € [0,27]
denotes the continuous phase shift of the n-th reflecting
elements, Yn € N N ={1,...,N}.

Accordingly, the signal-to-interference-plus-noise ratio (S-
INR) at By, is

|hf, ®Hw, |’
K hE, @Hw,|” + [}, ®Hw,|* + 02

SINRy,= ®)



Then, the data rate of By is given by Ry =
log, (1 4 SINRg) , Vk € K. In this paper, we adopt the SCTR
as a metric to evaluate the covertness of system, given by
C (W, Wi, ®, hgy, hgr, H) = Y1 | Ry.

D. Sensing Model

To effectively evaluate the sensing performance, the
beampattern gain from the RIS towards the blocked tar-
get is adopted. The signal reflected by RIS is x,.[l]] =

dH (Zle WSk [[]+Wos, [l]) The corresponding covari-
ance matrix is given by

Ry [I] =E [x, []x," [1]

K ©))
= ®H <Zk_1 wkwg + Wowf> HEPH .

Therefore, the beampattern gain is expressed as
K
Pyp=hl ®H (ZH wiw + wowf) HY®"hgr. (10)

To ensure the reliable sensing, the beampattern gain con-
straint is Py, > ~ypp, where 7y, denotes the required minimum
threshold.

III. COVERT ANALYSIS IN RIS-ISAC SYSTEM
A. Binary Hypothesis Testing at Willie

With the support of RIS, the BS transmits the covert
signal to Bobs, and the transmission behavior will be detected
by Willie via the Neyman-Pearson test. Therefore, Willie
performs a binary hypothesis test, i.e., the null hypothesis Hq
and alternative hypothesis H;, which denote that the BS is
silent and transmitting, respectively. Then, the received signal
at Willie for the [-th channel use can be expressed as

hgTi)Hwoso ] 4+ nyw (1], Ho,
S hE ®Hwysy [[]
JrhgT(I)Hwoso ]+ ne 1], H1,

where n,, [I] ~ CN (0,02) is the AWGN at Willie. However,
the AWGN power is challenging to accurately obtain in
practice. Thus, the noise uncertainty is considered at Willie,
i.e., the random variable 031 in dB form follows a uniform
distribution. For ease of analysis, the bounded uncertainty

model is applied [11] with the probability density function

Yu [I] = (11)

1 el 22 ~2
1 152 <4 <
for (@)= § TRGE HpOu STSP0w gy
w 0, otherwise,
where 62 denotes the nominal noise power and p >
is the noise uncertainty coefficient. We consider 02 5 €

[&?mdB — paB; 05 a5 + de}, where 02 45 = 10log, (02,),
o, ap = 10logy (67,), and pap = 10logy, (p)-

Furthermore, Willie with a radiometer detects the received
signal and then compares the average power T, and detection
threshold 7. According to Neyman-Pearson criterion, Willie
makes the binary decision as

Al L 2D1

T, 223 el 27,
D

=2 (13)

where Willie upholds D; and judges that Alice is conducting
the transmission when T,, > 7. Conversely, when T, < T,
Willie holds Dy and determines that Alice keeps silent.
Since the number of symbols possesses the same mono-
tonicity with communication bandwidth, it is reasonable to
consider the number of channel use to approximate infinity
by opting suitable bandwidth. Then, following (TT) and (T3)),
the average power T, conducted by Willie is rewritten as

.

As a metric to evaluate the detection performance, detec-
tion error probability (DEP) consists of two error situations.
The one is false alarm, which means that Willie mistakenly
determines that Alice is transmitting while Alice keep silent.
Thus, the false alarm probability is by

IhEr@Hw,|” + o2, Ho,

14
SK | (W@ Hw,|” + Wi @Hw, | + o2y,

Pea 2 P{|h§T<I>Hwk ‘o2 > T} : (15)

The other one is miss detection, which means that Willie
doesn’t notice the transmission behavior between Alice and
Bob. Thus, the miss detection probability is expressed as

K 2
Pup :P{Zk;l‘hﬁmﬂwk‘ + [bfr @HwW,

2 9
+o, < T} . (16)

As a result, the total DEP is written as £ = Ppa + Pup.
To better detect the transmission behavior, Willie expects

to obtain the minimum DEP (MDEP) £*. For Alice, the

covertness constraint should be satisfied, i.e., the MDEP

should not be less than a threshold, which can be given by
F>1-¢ a7)

where € € [0,1] denotes a positive value to determine the
covertness requirement.

B. Detection Performance at Willie
Following and (I6), the DEP can be given by

& = Ppa + Pup
12
1, L T< p(jsu, (18)
=4 Pra+Pup, 50, <7 <poy,
Pup, T > po2.

When 7 < 257, € = 1 is the worst case for Willie, in which
he cannot detect the Alice’s transmission behavior. When 7 >
%&i, ¢ = Pyp is proportional to 7, which is difficult to
acquire the MDEP. Therefore, from the perspective of Willie,
the optimal detection threshold 7 can be obtained within the
following range %5120 <7< p5l.

Generally, we assume that the prior probabilities of hy-
potheses Hy and H; are equivalent. As a result, the DEP in
(T8) can be rewritten as

e=1-P{r-n<ol<r—i},

where 7 = ‘hgTQHwolz + Zle |h£T'1>Hwk‘2 and 7 =
|h£T¢’HWO|2. To realize the MDEP at Willie, it is necessary

19)



to calculate the optimal detection threshold. Based on @I)
(T8) and (19), we can obtain that Pra = 1 and Pyip = 0
when 7 < 7 + 0 , and Pra = 0 when 7 > 7 + po2, both
of which cannot obtam the MDEP. Thus, the optimal de-
tection threshold 7* is in [77 + %0'12“, i+ po?,

}. The optimal
detection threshold is derived in Theorem 1.

Theorem 1. The optimal detection threshold can be ex-
pressed as

1
7* = min (77 + =620+ p&i) . (20)
p
Proof: To acquire 7*, we first derive the DEP as
E=1 o ! d 21
=1- ——dx
max( 7153) 2l ()2
p

1y (o0 e 112))

However, the lower bound of integral is too complicated to
being analyzed. To solve this issue, we resort to the first
derivative of £ concerning 7, derived as

1 — 1~2

a¢ T 3(p) (r—7) TN+ 0w
o) =(-a) L, @

— ST (0) , T>n+ 50w

Following (22)), we obtain that ¢ first decreases and then
increases with respect to 7. Thus, the MDEP can be achieved
when 7 = 7 + %&3}. Recall that 7 + %aﬁ, <7<+ po,
the theorem 1 is proved. |

Substituting into (2I), the MDEP can be obtained by

IN
Qv

gn g

%),

N> 5
where n = 77 — 7 = S0, ‘hthwak‘z. Following the
above analyses, the optimal detection threshold 7* is derived
to obtain £* at Willie. To guarantee the covertness, £* > 1—e¢
must be held. However, the closed-form solution of (23)) with
a random variable 7 is very difficult to be calculated. Based
on (T7) and (23], we can obtain

1 pn) g (p*-1)
— In{l+4 | >1-e=>np < ————~. (24)
2In (p) ( p
Then, the covertness constraint can be rewritten as
K 2 52 (p2 — 1
n= Zk:l ’hgTi’Hwk‘ < 10(/’7) (25)

p
IV. SuM COVERT TRANSMISSION RATE MAXIMIZATION

In this work, our goal is to maximize SCTR by jointly op-
timizing beamforming {w,, wy},Vk € K and the phase shift
of the RIS (@) subject to sensing constraint and covertness

constraint. Then, the optimization problem is formulated as

Pl: maxy, w,,& C (Wo, Wi, ®, hry, hrr, H)  (26a)
s.t. Ry > Ry, (26b)
Pop = vop, (26¢)
K ~2 2e _ 1
S |hhreHw| < ol -1) (26d)
k=1 p
K 2 2
> Wil 1woll* < Praas, (26e)
|®,| =1,VneN, (26f)

where (26b) is reliability constraint, R, is the reliability
threshold, is sensing constraint, (26d) is the convert
constraint, signifies the transmit power constraint, and
denotes the constraint of passive beamforming at the
RIS.

It is challenging to solve problem P1 due to the non-
convexity of objective function, reliability constraint, sens-
ing constraint, covertness constraint and the unit modu-
lus constraint as well as the intricately coupled variables
{Wo,wg, @}, Vk € K. In addition, the dynamic nature of
environment will affect the result of optimization algorithms
and covertness. For example, the optimization problem re-
quires being re-tackled when the channel conditions vary,
leading to a suboptimal solution and increased complexity.
To tackle the aforementioned challenges, DRL emerged as a
promising solution for P1. This is mainly because the DRL
excels at solving complex optimization problems, particularly
in high-dimensional spaces. Therefore, TD3 is introduced, as
will be detailed in the next section.

V. CBP-TD3 ALGORITHM BASED SOLUTION

In this section, the formulated optimization problem can
be modeled as a Markov decision process. Then, based on
the specific characteristics of the considered scenario, we
propose a CBP-TD3 algorithm framework and provide a
detailed process for jointly optimizing transmit beamforming
(Wo, W), Vk € K and phase shift (®).

A. Markov Decision Process

The theoretical fundamental of RL is the Markov decision
process, which comprises the environment, agent, state space,
action space, state-transition function, policy function and
reward, which can be given as follows.

State space: At the t-th time step, the state observed
by the agent from the environment can be denoted as s,
which consists of the transmit power and the received power
of Bobs and Willie as well as the channel matrix H, hgr
and {hgy} at the ¢-th time step, and the action and rate at
(t —1)-th time step. Overall, the state s formed by the trans-
mission power will have 2 (K + 1) entries. We assume that
hgy = h, ®HW, the received power at By, can be given by

’th’ = L?R{th}’ + ‘\s {th} where $ (+) and & (+)
stand for the real and imaginary operators, respectively. Both
real part and imaginary part are treated as the independent




input ports to the critic network and the actor network.
Similarly, the power from both the real and imaginary parts
is treated as independent input ports to the critic and actor
networks. Therefore, the dimension of the state space is
Dy =2(K +1)+2K?+2N+2MK+2NM+2N (K + 1).

Action space: The action in the ¢-th step includes all
the optimization variables, i.e., the transmit beamforming
wy, and w, for By and target, respectively, and the passive
beamforming vector ® of the RIS. The entries of the action
are represented by the diagonal elements of the phase shift
matrix, which can be given by w, = R{w,} + S{w,},

= %{Wk}+s{wk},Vk e, and ® = §R{<I’}+%{§’}
Then, the action’s dimension can be denoted as D, =
2MK + 2N + 2.

State transition function: In a Markov decision process,
the state transition probability describes the likelihood of
transitioning from one state to another based on a specific
action. Then, it can be denoted by P (s;41]s¢, a;) € [0,1] at
each global iteration, which represents the probability that
state s; transitions to the new state s;;; when the action a;
is selected by the agent.

Policy: To make a decision and select an action, we utilize
a probability distribution derived from the observed state,
which can be given by > 7 (a[s;) = 1.

Reward function: The reward serves as a measure to
evaluate a state behavior, enabling the optimization problem
to be reformulated as the maximization of cumulative rewards
via effective reward design. For P1, the constraints are
incorporated into the objective function as a penalty term,
then the optimization problem can be rewritten as

re = C* (Wo, wy, ®, hgy, hrr, H)
— A1 max (0, Ry > Ry)

s Yop — Pbp) (27)

ot (P~ 1)
p )

where A1, X2 and A3 are the weight coefficients.

— Ao max (0

In the interaction process between the agent and the
environment, the agent strives to find the optimal policy that
maximizes the long-term expected discounted reward, and
the cumulative discounted reward function can be given by
Ry = Zf:’ w"riyn+1, Where n represents the number of time
slots. @ € [0, 1] is a discount factor applied to future rewards,
reflecting the uncertainty associated with them. Under a given
policy m; and a state-action pair (s, a;), the cumulative
discounted reward can be approximated as Qi (s;,a;) =
E [R¢|s: = s,a; = a], which is the action-value function,
commonly referred to as the Q-function. It can be updated by
the Bellman expectation equation. By utilizing the Bellman
optimality equation, the optimal Q-function can be obtained
as Q* (sy,ay) = Ry+wmaxa, , Q (S¢41,a:41), and the op-
timal action a* can be expressed as a* = arg max, Q* (s, a).

B. CBP-TD3 Algorithm

To address the limitations of RL algorithms and handle the
continuous action and state spaces, we propose the the CBP-
TD3 algorithm to jointly design the transmit beamforming
and phase shift for the RIS-aided covert ISAC systems. It
includes four neural networks, i.e., actor network, target actor
network, critic network, and target critic network, and the
function of each network is described as follows.

Actor network: It is called the policy network, which
first inputs state s, then takes an continuous action
a as output, and last updates the network parameter.
The actor network can be updated as p, = p, —
Bars ZtD:1 VQ (piclse, a,) Vr (pals,), where S, denotes
the learning rate for actor network, V (-) is the gradient, D
is the batch size, and g is the parameter of the target critic
network.

Target actor network: It is parameterized by pt;,, and gz,
is periodically soft updated by priq < Atapra+ (1 — Ata) Hitas
where )\, is the learning rate for the target actor network.

Critic network: It is commonly known as the Q)-network,
denoted by p.i, © € {1,2}, has state s and action a as
the input, and the Q-function as the output. The difference
between the output Q-value of the predicted and the target
neural network is denoted by loss function L (g ;), given by

I'l'cz :th 1

where v is the target value of the state-value function, which
is expressed by v = ry + w (min;=1 2 Q (Ke,s[St+1, Ar+1))-
The update of the gradient for the loss function with respect to
I, is performed as pee; = prei — Be,i VL (pes) i € {1,2},
where 3. ; is the learning rate for the critic network.

Target critic Network: It is parameterized by pu.;
and produces the output Qqc; (fbec,i|St+1,a1+1). The pa-
rameters fy.; are updated softly by pirc; < Aicifte +
(1 — Aici) Bteir @ € {1,2}, where A\ ; is the learning rate
for the target critic network.

Q (peilse, a))?,i € {1,2}, (28)

VI. NUMERICAL RESULTS

In this section, simulation results are given to evalu-
ate the performance of the proposed CBP-TD3 algorithm.
Unless otherwise specified, simulation parameters are set
as follows. The coordinates of the BS, the RIS, the tar-
get and Bobs can be given by S = [30m,30m,30 m]T,
R = [20m,0m,60m]", W= [—10m,80m,0m]",
By = [-50m,—30m,0m]", By = [~40m,40m,0m]"
and By = [—40m, 50 m, 0m]” respectively M= 8 N =20,
K=3d="%d=" P, =40 dBm, 0} = 52 = —100
dBm, do = 1 m, B = =30 dB QSR — 2.8, QRE = = 2.1,
art = 3.3, Usr = Vrk = Yrr = 4, Yop = 10~14 bit/s/Hz,
R, = 1 bit/s/Hz, p = 1 dB, and ¢ = 0.05. To fairly assess
the performance of the proposed algorithm, the joint covert
beamforming and the phase shift of RIS optimization-based
DDPG (CBP-DDPG) algorithm is included as a benchmark
to showcase the performance gain of the proposed CBP-TD3
algorithm in terms of convergence and SCTR.
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Fig. 2] depicts the relationship between the SCTR and the
antenna number M for different +y;,. We can observe that
the SCTR increases with the increasing of M. The reason
behind this can be explained as follows. Alice can transmit
more precise beamforming to RIS, which can improve the
channel gains from Alice and RIS, followed by the enhanced
covert performance. As expected, a lower SCTR will be
obtained when the beampattern gain requirement becomes
more stringent. This is because the higher gain requirements
make the Alice transmit more power towards the target
subject to the reliable constraint and covert constraint, thereby
reducing the available resource for the communication users.
Then, as the threshold increases, this constraint becomes
increasingly difficult to satisfy, causing the feasible region to
shrink. In addition, we can observe that the proposed scheme
always outperforms the benchmark.

Fig. [3| shows the impact of covertness requirement € on the

SCTR and beampattern gain under the CBP-TD3 algorithm
and CBP-DDPG algorithm. It is observed that the SCTR in-
creases as € increases. According to the covertness constraint
£ > 1 — ¢, increasing € loosens the covertness constraint,
which can subsequently enhance the SCTR. Moreover, the
beampattern gain also increases with the increasing of e. This
is due to the fact that the Alice performs better in sensing
the target with a more relaxed covertness constraint.

VII. CONCLUSION

In this paper, we have investigated a covert transmission
problem in an RIS assisted ISAC system, where the RIS is
deployed to reflect the jamming signal to sense and interfere
with the target and the confidential signal to legitimate users.
We obtain a tractable form of covertness constraint in terms of
MDEP via the optimal detection threshold. Then, the SCTR
is maximized by joint jointly optimizing the transmit beam-
forming of confidential signal and jamming signal as well
as the RIS’s phase shift. For this non-convex optimization
problem, we propose a CBP-TD3 algorithm to obtain the
solution of covert beamforming and the phase shift of RIS.
Simulation results demonstrate the validity of the proposed
algorithm and the potential of RIS to the covertness.
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