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Abstract—The recent proliferation of mobile devices such as
smartphones and wearable devices has given rise to crowdsourc-
ing Internet of Things (IoT) applications. E-healthcare service is
one of the important services for the crowdsourcing IoT applica-
tions that facilitates remote access or storage of medical server
data to the authorized users (for example, doctors, patients and
nurses) via wireless communication. As wireless communication
is susceptible to various kinds of threats and attacks, remote user
authentication is highly essential for a hazard-free use of these
services. In this paper, we aim to propose a new secure three-
factor user remote user authentication protocol based on the
extended chaotic maps. The three factors involved in the proposed
scheme are: 1) smart card, 2) password and 3) personal biomet-
rics. As the proposed scheme avoids computationally expensive
elliptic curve point multiplication or modular exponentiation
operation, it is lightweight and efficient. The formal security
verification using the widely-accepted verification tool, called the
ProVerif 1.93, shows that the presented scheme is secure. In
addition, we present the formal security analysis using the both
widely-accepted Real-Or-Random (ROR) model and Burrows-
Abadi-Needham (BAN) logic. With the combination of high
security and appreciably low communication and computational
overheads, our scheme is very much practical for battery limited
devices for the healthcare applications as compared to other
existing related schemes.

Index Terms—Crowdsourcing, Internet of Things, User au-
thentication, Chaotic map, Biometrics, BAN logic, ProVerif 1.93,
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I. INTRODUCTION

Due to rapid development of Internet technology and other
wireless communications, people have started getting benefits
of e-healthcare systems. In some situations, sharing of the
patient information in a protected online environment with a
group of medical professionals is very much essential, and
for these types of treatments where multiple professionals
are involved, crowdsourcing Internet of Things (IoT) in e-
healthcare services is required. Figure 1 shows an architecture
for Internet of Things applications in which crowdsourcing
IoT architecture for e-healthcare services is needed. In this
architecture, the gateway nodes are considered as the med-
ical servers from which different professionals like doctors,
patients, insurance agents, legal authorities, medical policy
makers and nurses will be able to fetch and store medical
information. The recent proliferation of mobile devices such
as smartphones and wearable devices has given rise to crowd-
sourcing IoT applications. A detailed survey on IoT and its
security aspects can be found in [1], [2], [3]. Data collected
by the mobile devices with small or big volumes can be further
processed, analyzed and mined to support multifarious promis-
ing services with intelligence. In e-healthcare applications data
collected by the mobile devices are stored in various medical
servers. The information are then accessed from the medical
servers for monitoring and diagnosing a patient by a legal
user (for example, a doctor). Unfortunately, ever-growing use
of the Internet offers malicious users and attackers ample
opportunity to gain unauthorized illegal access of medical
data by exploiting various kinds of network and information
attacks. To protect important and private medical information,
design of a proper security protocol for crowdsourcing in e-
healthcare services needs more attention from the researchers.
This necessitates maneuvering a wide range of remote user
authentication protocols for providing access of the services
to authorize users only.

Another application scenario of crowdsourcing IoT is the
smart home that can be equipped with a number of smart
devices (for example, low-cost sensors, smart light controllers,
smart window shutters, smart AC controllers and various
surveillance cameras). A smart home network can be im-
plemented with the help of these smart devices in which
all these devices can communicate over wireless channels
through a home gateway node which acts as a bridge between
the smart device and smart home user. In order to access
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real-time information from smart devices by the users, user
authentication protocol is needed.
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Fig. 1. An architecture for Internet of Things applications (Source: [4])

The key components in the IoT are the sensors and smart
objects. Integration of the wireless sensor networks (WSNs)
into the IoT environment has been well-studied in the lit-
erature [5]. Several authentication schemes for WSNs and
IoT environment have been proposed [6], [7], [8], [9], [10].
In recent past, many smart card and password based two
factor remote user authentication protocols for e-healthcare
applications have been also proposed [11], [12]. Unfortunately,
many of them suffer from offline password guessing attack,
lack of user anonymity or smart card stolen smart attack. Once
an attacker obtains the smart card of a genuine user, he/she
can obtain stored information by power analysis attack [13]. It
is quite a common tendency for users to input low entropy and
easy-to-remember type identity and password, which gives an
opportunity to an attacker to guess passwords in polynomial
time using password guessing attack [14], [15].

To eliminate the possibility of chosen plain text attack,
researchers used combination of password and biometric tem-
plates along with random nonce as smart card parameters
[16], [17]. Application of user biometrics based schemes can
impose more security than traditional two factor password
based authentication schemes.

Researchers have used various cryptographic operations for
achieving user authentication in e-healthcare service applica-
tion. These include exponentiation operations of RSA cryp-
tosystem, point multiplication on elliptic curve cryptography
(ECC), chaotic hash operations using Chebyshev polynomial,
and so on. User authentication schemes based on chaotic maps
have shown better performance as compared to the traditional
cryptographic schemes, especially which use RSA or ECC
public key cryptosystem.

In this paper, we present a new chaotic map based user
authentication scheme. The proposed scheme exploits user
biometrics with fuzzy extractor, password and smart card
simultaneously to achieve better security.

A. Motivation

ECC and RSA based user authentication schemes involve
high computational overhead due to costly ECC point mul-
tiplication and/or modular exponentiation operations. As the
key size in Chebyshev chaotic maps is smaller as compared
to that for ECC and RSA, it has been noted that chaotic maps
based user authentication schemes have more efficiency than
ECC or RSA based schemes.

We further study that most of the related chaotic map based
user authentication schemes suffer from De-synchronization
attack [18] and denial of service attack [12], and they cannot
provide proper user anonymity [19] and also they do not
provide mechanism for revocation of lost smartcard [12].
Moreover, these schemes do not consider the scenario where
the temporary or ephemeral information leakage or reflection
attack that might turn a threat to the design of the scheme.
These factors motivate us to propose a low cost and effi-
cient chaotic map based remote authentication scheme for
e-healthcare system that will provide remedy to the security
weaknesses in the earlier existing schemes.

B. Our contributions

The main contributions of this paper are listed below:
• We present a new robust, secure as well as efficient

remote authentication scheme that uses the extended
chaotic map, user biometrics, password and user smart
card simultaneously.

• The proposed scheme has low computation and com-
munication costs as compared to those for the existing
related schemes.

• We also introduce an efficient mechanism for revocation
of lost smart card of a legitimate user.

• Through the combined formal security analysis using the
ROR model, BAN logic and formal security verification
through simulation using the broadly-accepted ProVerif
1.93 tool, we prove that the proposed scheme has the
ability to resist various known attacks.

C. Threat model

We adopt the widely-accepted Dolev-Yao threat model (DY
model) [20]. In the DY model, any two nodes communicate
over an insecure channel. An adversary A has the ability to
eavesdrop, modify or delete the messages transmitted between
two participants. In addition, we assume that A can extract all
the sensitive information stored in the lost/stolen smart card
of a legal user Ui using the power analysis attacks [13].

D. Paper organization

The remainder of this paper is organized as follows. In
Section II, we discuss the properties of Chebyshev polynomial,
Chaotic Map operation and fuzzy extractor algorithms. We
provide a detailed design of our biometrics and fuzzy extractor
based user authentication protocol for e-healthcare system
in Section III. In Section IV, we provide various informal
and formal security analysis of the proposed scheme. The
formal security verification using simulation tool, ProVerif
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1.93, is presented in Section V. Comparison of our scheme
with related schemes on security, functionality, computation
and communication costs is presented in Section VI. Finally,
Section VII concludes the paper.

II. MATHEMATICAL PRELIMINARIES

We apply one-way hash function, Chebyshev polynomial
and chaotic maps, and fuzzy extractor for the proposed authen-
tication scheme. For this purpose, we describe the fundamental
concepts on one-way hash function [21], fuzzy extractor on
biometrics input, Chebyshev polynomial and chaotic maps
[22].

A. Collision-resistant one-way hash function

A one-way cryptographic hash function H: {0, 1}∗ →
{0, 1}n takes a binary string q ∈ {0, 1}∗ of any arbitrary length
as an input and produces a binary string H(q) ∈ {0, 1}n as
an output. The collision-resistant property of H(·) is given as
follows [23].

Definition 1. The advantage probability of an adversary A
in finding collision with the execution time t is defined as
AdvHASHA (t) = Pr[(a, b) ∈R A : a 6= b,H(a) = H(b)],
where Pr[E] refers to the probability of occurring an event
E. By an (ε, t)-adversary A attacking the collision resistance
of H(·), it is meant that the runtime of A is at most t and
that AdvHASH(A) (t) ≤ ε.

B. Chebyshev polynomial and its properties

The Chebyshev polynomial Tn(x) : [−1, 1] → [−1, 1] of
degree n is defined as

Tn(x) =
{
cos(n · arccos(x)) ifx ∈ [−1, 1]
cos(nθ) ifx = cosθ, θ ∈ [0, π].

The recurrence relation of Chebyshev polynomial is as
follows

Tn(x) =

 1 ifn = 0
x ifn = 1
2xTn−1(x)− Tn−2(x) ifn ≥ 2.

One can refer to [22] for the semi-group property of
the enhanced Chebyshev polynomial and Chaotic map-based
discrete logarithm problem (CMDLP). The CMDLP is stated
as follows. For any given x and y, it is computationally
infeasible to find an integer s such that Ts(x) = y.

Bergamo et al. [24] described an attack that allows one to
compute an integer solution s from the equation Ts′(x) =
Ts(x) if both Ts(x) and x (x ∈ [−1,+1]) are known by
computing s′ = arccos(Ts(x))+2kπ

arccos(x) , k ∈ Z , where Z is the set
of all integers.

C. Biometrics and fuzzy extractor

Biometric keys, such as iris, fingerprint and palmprint, are
now increasingly used in several authentication protocols due
to their uniqueness property [25], [26]. The major advantages
of using the biometric keys are (i) they are extremely hard to
forge or distribute, (ii) they are extremely difficult to copy or

share, and (iii) they can not be lost or forgotten as they can
not be guessed easily [16].

Recently, the fuzzy extractor method has been used effec-
tively in extracting biometric key from a given user biometric
input [27], [28]. The fuzzy extractor takes a biometric feature
input, say B from user and exploits a probabilistic generation
function in a permissible error tolerant manner to generate
the unique random string, say α and the auxiliary string, say
β. Further, using a deterministic reproduction procedure, it
generates the same original string α, with auxiliary string β
and a noisy user biometric B′ that differs from the original
biometric B up to a threshold value [29].

The fuzzy extractor is defined by five tuples (M, λ, τ,m, δ)
along with two algorithms Gen(·) and Rep(·).
• M = {0, 1}v represents a metric space of biometric data

points with finite dimension. The distance function ∆ :
M ×M → Z+ calculates the similarity between two
different biometric inputs B1 and B2.

• λ is the length (in bits) of unique string α.
• τ is the permissible error tolerance.
• m is the min-entropy of a probability distribution W on

metric space M.
• δ is the allowable maximum statistical distance between

two probability distributions 〈α1, β〉 and 〈α2, β〉.
The functions Gen(·) and Rep(·) are defined as follows:
• Gen: It is defined as 〈α, β〉 ← Gen(B), where α ∈
{0, 1}λ and B ∈ M such that statistical distance be-
tween the probability distributions 〈α, β〉 and 〈α1, β〉,
SD(〈α, β〉, 〈α1, β〉) ≤ δ. Here, α1 refers a uniform
binary string of length λ, where λ = m−2 log( 1

δ )+O(1)
[27], [28].

• Rep: It is defined as follows: ∀B ∈ M, ∀B′ ∈ M
and ∆(B,B′) ≤ τ such that if 〈α, β〉 ← Gen(B), then
Rep(B′, β) = α.

Suppose I is a string of 2k elements, with k < n. Further,
assume that (i) Ie: M→ I is an encoding function (one-to-
one), and (ii) Id: {0, 1}n → I is a decoding function (error
tolerant up to τ bits). Then Gen(B) outputs α = H(B) and
public parameter β = B ⊕ Ie(α). Taking noisy biometric B′
and public parameter β, Rep(B′, β) generates α′ = Id(B′ ⊕
β) = Id(B′ ⊕ B ⊕ Ie(α)) = Id(Ie(α)) = α, if the condition
∆(B,B′) ≤ τ is satisfied.

III. THE PROPOSED SCHEME

In this section, we present the biometrics and fuzzy extractor
based user authentication protocol (BFE-UAP) in detail. The
proposed scheme has five phases, namely 1) registration, 2)
login, 3) authentication and key establishment, 4) password
change and 5) revocation of lost smart card. For describing and
analyzing the proposed scheme, we use the notations listed in
Table I.

A. Registration phase

Through the registration phase, a legal user Ui obtains
his/her smart card SC from the medical server S. In this
phase, the communications between Ui and S take place over
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a secure channel as it a one-time process. The following steps
are involved in this phase:

Step 1. Ui chooses his/her identity IDi, password PWi,
personal biometrics Bi and 128-bit random number b.

Step 2. Using fuzzy extractor generation procedure, Ui
generates (αi, βi) = Gen(Bi), and computes masked pass-
word RPWi = H(H(IDi ||PWi) ||αi) and C =
H(H(IDi||PWi||b)||αi). Here, αi is the biometric secret key
of Ui and βi is the public reproduction parameter. Ui submits
〈IDi, C〉 to S via a secure channel.

Step 3. S receives the registration request 〈IDi, C〉 from
Ui and selects a 1024-bit number mk as its secret master
key, which is known to this server only. Further, S selects
128-bit random number r and computes the following: X =
H(H(IDi||mk) ⊕ r) and D1 = X ⊕ C = X⊕ H(H(IDi

||PWi ||b)|| αi). S embeds the parameters {D1, Tmk(X)} in
user smartcard SC and issues this smart card to Ui through a
secure channel. S saves pair 〈IDi, SNi, r〉 into its database,
where SNi is the identity or serial number of the smart card
SC.

Step 4. Ui receives the smart card SC from S and computes
D2 = RPWi ⊕ b and fi = H(RPWi||b). Finally, Ui stores
βi, D2, fi, H(·), Gen(·), Rep(·) and τ into SC, where τ is
the permissible error tolerance value used in Rep(·) function.

Figure 2 shows the steps of registration phase involved in
the proposed scheme.

TABLE I
NOTATIONS USED IN THIS PAPER

Symbol Description
S Remote medical server
Ui User of the system
IDi User identity
SC Smart card of Ui

H(·) A one way cryptographic hash function
Tx(·) A Chebyshev polynomial
b 128-bit random number selected by Ui

mk 1024-bit master secret key of S
RNu 128-bit random number of Ui

RNs 128-bit random number of S
SNi Identity or serial number of a smart card SC
||,⊕ Concatenation, bitwise XOR operations

A
〈M〉−−−→ B Entity A sends message M to entity B

TS1, TS2 Current timestamps
4T Maximum transmission delay

B. Login phase

In order to access the services from S, Ui must login to the
system and for the same purpose, the following steps need to
be executed:

Step 1. Ui inserts SC and inputs his/her identity IDi,
password PWi and imprints personal biometrics B′i at the
sensor of a particular terminal. Using reproduction procedure
and stored βi, SC computes αi = Rep(B′i, βi), RPWi =
H(H(IDi||PWi)||αi) and generates b′ = D2 ⊕RPWi.

Step 2. Using the generated b′, SC computes f ′i =
H(RPWi||b′) and checks if f ′i

?= fi holds or not. A mismatch
results in immediate termination of the login phase. Otherwise,

User (Ui) Server (S)
Selects IDi, PWi, biometrics Bi
and random number b.
Computes (αi, βi) = Gen(Bi),
RPWi = H(H(IDi||PWi)||αi),
C = H(H(IDi||PWi||b)||αi).
〈IDi,C〉−−−−−−−−→

secure channel
Generates random number r
and master secret key mk.
Computes X = H(H(IDi||mk)⊕ r),
Tmk(X), D1 = X ⊕ C.

Smartcard{D1,Tmk(X)}←−−−−−−−−−−−−−−−
secure channel

Computes D2 = RPWi ⊕ b, Stores 〈IDi, SNi, r〉 in server database.
fi = H(RPWi||b).
Store βi, D2, fi, H(·), Gen(·),
Rep(·), βi and τ into SC.

Fig. 2. User registration phase of the proposed scheme

it is ensured that the user has entered correct identity, password
and biometric information, and SC proceeds to compute X =
D1⊕ H(H(IDi ||PWi ||b′) ||αi) = H(H(IDi ||mk) ⊕r)
⊕H(H(IDi ||PWi ||b) ||αi) ⊕H(H(IDi ||PWi ||b′) ||αi)
= H(H(IDi ||mk) ⊕r), since b = b′.

Step 3. SC generates a 128 bit random number u. Further, it
generates Tu(X) and using the smart card parameter Tmk(X),
it generates KA = Tu(Tmk(X)). SC then generates a 128-bit
random number RNu and computes M1 = X⊕ RNu⊕ TS1⊕
Tu(X) = H(H(IDi ||mk) ⊕r) ⊕RNu ⊕TS1 ⊕Tu(X),
DIDi = IDi ⊕H(KA) and Mu = H(IDi||X||KA|| RNu||
TS1), where TS1 is the current timestamp of the user Ui’s
system. Finally, Ui sends the login request {DIDi, Tu(X),
M1, Mu, TS1} to S via a public channel.

C. Authentication and key establishment phase

In this phase, S receives the login request message from Ui
and mutually authenticates each other. After successful mutual
authentication, Ui and S establish a common secret session
key which is used for future secure communications between
them. The following steps are needed in this phase:

Step 1. S receives the user login message at time TS1
∗

and verifies whether |TS1
∗ − TS1| ≤ 4T , where 4T is

the maximum transmission delay. If the verification does
not hold, S rejects this phase immediately. Otherwise, S
computes KA′ = Tmk(Tu(X)), ID′i = DIDi ⊕H(KA′)
= IDi ⊕H(KA) ⊕H(KA′) = IDi. If KA′ = KA, it
ensures that ID′i = IDi. S searches for the pair 〈IDi, r〉
in its database. If this pair is found, using parameter r,
computed identity ID′i and master secret key mk, S generates
X ′ = H(H(ID′i||mk)⊕r), and further computes M2 = M1⊕
TS1⊕ X ′⊕ Tu(X) = (H(H(IDi ||mk) ⊕r) ⊕RNu ⊕TS1

⊕Tu(X)) ⊕TS1 ⊕H(H(IDi ||mk) ⊕r) ⊕Tu(X) = RNu.
Using computed parameters (ID′i, X

′,KA′,M2) and received
TS1, S calculates M3 = H(ID′i||X ′||KA′||M2||TS1). S then
verifies whether M3

?= M2. If the condition is not satisfied,
this user request is rejected for this session. Otherwise, S ac-
cepts the login request and considers the user Ui as authentic.

Step 2. S selects 128-bit random number RNs, generates
the current timestamp TS2 and computes M4 = X ′⊕ RNs⊕
TS2 = H(H(IDi ||mk) ⊕r) ⊕RNs ⊕TS2, SKsu = H(X ′||
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KA′|| TS1|| TS2|| M2|| RNs), and Ms = H(IDi|| SKsu||
M2|| RNs|| TS1|| TS2), where SKsu is the common secret
key shared with Ui for the current session. Finally, S sends
the authentication request {M4,Ms, TS2} to the user Ui via
a public channel.

Step 3. Upon receiving the server message at time TS2
∗, SC

of Ui verifies the condition |TS2 − TS2
∗| ≤ 4T . If it holds,

SC computes M5 = X ′⊕M4⊕ TS2 = H(H(ID′i ||mk) ⊕r)
⊕H(H(IDi ||mk) ⊕r) ⊕RNs ⊕TS2 ⊕TS2 = RNs.

Step 4. Using received timestamp TS2, computed M5

and KA = Tu(Tmk(x)), Ui calculates current session key
shared with S as SKus = H(X||KA||TS1||TS2||RNu||M5),
which is same as SKsu. Using this session key, Ui verifies
Ms

?= H(IDi||SKus||RNu||M5||TS1||TS2). If verification
succeeds, Ui assumes that S is an authenticate server. Also,
the current session key SKus (= SKsu) is mutually verified
and established.

Figure 3 shows the summary of the login and authentication
& key establishment phases of the proposed scheme.

User (Ui) Server (S)
Inputs IDi, PWi and B′i.
Computes αi = Rep(B′i, β),
b′ = D2 ⊕H(H(IDi||PWi)||αi).

Verifies if fi
?= H(RPWi||b′).

If verification holds, computes
X = D1 ⊕H(H(IDi||PWi||b′)||αi). Verifies if |TS1

∗ − TS1| ≤ 4T .
Generates u and RNu. Computes Computes KA′ = Tmk(Tu(X)),
Tu(X), KA = Tu(Tmk(X)), ID′i = DIDi ⊕H(KA′).
M1 = X ⊕RNu ⊕ TS1, Checks if 〈ID′i, r〉 is found in database.
DIDi = IDi ⊕H(KA), Computes X ′ = H(H(IDi||mk)⊕ r),
Mu = H(IDi||X||KA||RNu||TS1). M2 = M1 ⊕ TS1 ⊕X ′ = RNu.
{DIDi,Tu(X),M1,Mu,TS1}−−−−−−−−−−−−−−−−−−→

public channel
Verifies if H(IDi||X ′||KA

||M2||TS1) ?= Mu.
If verification holds, generates RNs.

Verifies if |TS2 − TS2
∗ ≤ 4T |. Computes M4 = X ′ ⊕RNs ⊕ TS2,

Computes M5 = X ⊕M4 ⊕ TS2, SKsu = H(X ′||KA′||TS1||TS2||M2||RNs),
= RNs, SKus = H(X||KA||TS1 Ms = H(IDi||SKsu||M2||RNs||TS1||TS2).

||TS2||RNu||M5).
{M4,Ms,TS2}←−−−−−−−−−
public channel

Verifies if Ms
?= H(IDi||SKus

||RNu||M5||TS1||TS2).
If verification holds,
authentication is successful.
Stores session key SKus (= SKsu) Store session key SKsu (= SKus)
shared with S. shared with S.

Fig. 3. Login and authentication phases of the proposed scheme

D. Password change phase

In this phase, a valid user Ui can update his/her old
password PWi with a new password PW ′i using the following
steps locally without further contacting the server S anymore:

Step 1. Ui inserts the smart card SC and inputs his/her
identity IDi, old original password PWi and a new changed
password PW ′i . Ui also imprints his/her biometrics Bi at the
sensor of a particular terminal.

Step 2. SC generates (αi, βi) Gen(Bi), and calculates b =
D2⊕ H(H(IDi|| PWi)|| αi), D′1 = D1⊕ H(H(IDi ||PWi)
||αi) ⊕H(H(IDi ||PW ′i ) ||αi), D′2 = H(H(IDi ||PW ′i )
||αi) ⊕b and RPW ′i = H(H(IDi ||PWi) ||αi). Also, fi is
updated with f ′i = H(RPW ′i ||b) in the memory of SC.

Step 3. Finally, SC replaces D1 with D′1, D2 with D′2 and
fi with f ′i in its memory.

E. Lost smartcard revocation phase

In the threat model mentioned in Section I-C that if an
attacker obtains a user’s smart card SC, he/she can obtain all
the smart card information by executing power analysis attacks
[13]. So, if any protocol is vulnerable to off-line password
guessing attack or stolen smart card attack, the adversary may
impersonate the legal user Ui to login to the server S using
the lost or stolen smartcard and guessed old password. In this
situation, it is quite necessary to provide Ui a new smart
card and S should be able to discriminate between the old
lost/stolen smartcard and the newly issued smartcard.

To revoke a lost/stolen smartcard, the proposed scheme
performs the following steps:

Step 1. Ui selects his/her identity IDi, password PWi and
also imprints his/her biometrics Bi at the sensor of a particular
terminal. Ui computes (α∗i , β

∗
i ) = Gen(Bi).

Step 2. Ui selects a new 128-bit random number b′ and
submits 〈IDi, H(H(IDi||PWi||b′)||α∗i )〉 to the server S via
a secure channel.

Step 3. S uniquely identifies the user Ui by checking its
credentials such as his/her SSN, DOB, national card number,
or some other relevant information. Further, S reads the new
serial number SN ′i from the new smart card, and selects a
new 1024-bit random number r′ and computes as following:
X ′ = H(H(IDi ||mk) ⊕r′), D′1 = H(H(IDi ||mk) ⊕r′)
⊕H(H(IDi ||PWi ||b′)|| α∗i ) = X ′ ⊕H(H(IDi ||PWi ||b′)
||α∗i ). S embeds the parameters {D′1, Tmk(X ′)} into the new
smart card SCnew and issues this smart card to Ui through a
secure channel and updates (IDi, SNi, r) with (IDi, SN

′
i , r
′)

in its database.
Step 4. Ui receives the smart card SCnew from S and

computes RPWi = H(H(IDi||PWi)||α∗i ), D′2 = RPWi⊕b′
and f ′i = H(RPWi||b′). Finally, Ui stores β∗i , D′2, f ′i , H(·),
Gen(·), Rep(·), and τ into smart card SCnew.

IV. SECURITY ANALYSIS

In this section, we provide both formal and informal se-
curity analysis of our scheme. Wang et al. [30] reviewed
several anonymous two-factor authentication schemes and then
pointed out that under the current widely accepted adversarial
model, certain goals are beyond attainment. They further
observed that the widely used formal methods including
random oracle model and BAN logic can not capture some
structural mistakes, and hence, guaranteeing the soundness of
authentication protocols still remains an open issue. Due to
such important observations in their analysis, it is necessary
to have all the formal security analysis, BAN logic analysis,
informal security analysis and formal security verification of
the proposed scheme so that the scheme can achieve high level
security.

A. Formal security analysis using ROR model

We present the formal security analysis of our proposed
biometrics and fuzzy extractor based user authentication pro-
tocol (BFE-UAP) through the Real-Or-Random (ROR) model
[31], [32]. An adversary A can make several oracle queries,
which model the adversary capabilities in a real attack [33],
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[34]. To proof the formal security of the proposed scheme,
we consider all possible oracle queries. We simulate various
security attacks on the proposed protocol P through the
following different oracle queries:

Send(Ui/S,m): Through this query A sends a request
message m to Pt, and Pt replies to A according to the rules
of the protocol.

Execute(Ui, S): This query enables A with a capability to
eavesdrop message m communicated between Ui and S in an
actual execution of the protocol.

Corrupt(Ui, a): Depending on respective value of a, this
query returns user password, biometric string or smart card
parameters to the adversary A.

Reveal(Pt): The current session key SK generated by Pt
(and its partner) is revealed to A through this query.

Test(Pt): Through this query A sends a request to Pt for the
current session key SK and receives a null value if no session
key is generated. Otherwise, Pt takes decision according to the
outcome of an unbiased flipped coin b. Basically, this query
is used to measure the strength of the semantic security of
session key SK.

Definition 2. Upon receiving last expected protocol message,
if Pt goes to an accept state, Pt is said to be in accepted
state. The session identification (sid) is formed by the ordered
concatenation of all communicated messages by Pt.

Definition 3. Two instances UiTS1 and STS2 are known to be
partnered on simultaneous fulfillment of conditions between
Ui
TS1 and STS2 if 1) both are in accepted state, (2) both

mutually authenticate each other and share the same sid and
3) they are mutual partners of each other.

Definition 4 (Freshness). Pt is said to be fresh, on simultane-
ous accomplishment of three following conditions: (1) Pt is in
accept state; (2) Reveal(Pt) query has never been requested
to Pt/partner of Pt, and (3) only zero or one Corrupt(Pt,a)
query has been requested to Pt/ partner of Pt;

Definition 5 (Semantic security). The advantage function
of an adversary A in breaking the semantic security of
the proposed authenticated key exchange (AKE) scheme P
by guessing the correct bit b′ is defined by AdvAKEP =
|2Pr[b = b′]− 1|.

Definition 6. A password authentication protocol with biomet-
rics is semantically secure if the advantage function AdvAKEP

is negligibly greater than max{qs( 1
|D| ,

1
2lb
, εbm)}, where qs

is the number of Send queries, |D| is the size of password
dictionary, lb denotes the extracted string length of user
biometrics and εbm is the probability of false positive [35].

Definition 7. The advantage probability AdvCMDLP
A (tA) of

the Chaotic map-based discrete logarithm problem (CMDLP)
is negligible for any adversary A with execution time tA, that
is, AdvCMDLP

A (tA) ≤ ε, for a sufficiently small ε > 0.

Theorem 1. Let A be a polynomial time bounded adversary
running in time tA. Suppose A make H hash oracle queries,
Send queries and Execute queries at most qH , qs and qe

times, respectively, in order to break the semantic security of
the proposed scheme P . Then,

AdvAKEP ≤ q2H + 18qH
2lH

+
(qs + qe)2 + 4qs

2lr

+2 max{qs(
1
|D|

,
1

2lb
, εbm)}

+4qH(1 + (qs + qe)2)AdvCMDLP
A (tA),

where lH refers to the string length of hash results, lr is
the string length of random numbers, lb, εbm and |D| are
defined in Definition 6, and AdvCMDLP

A (tA) is the advantage
probability of breaking CMDLP problem by A defined in
Definition 7.

Proof. A set of six games are defined as Gi, (i =
0, 1, 2, 3, 4, 5). Let Si refer to an event of successfully guessing
bit b in Test query by an adversary A in the game Gi. The
detailed descriptions of the games are given below.

Game G0: Assuming the real protocol in random oracles
and the initial game are identical, we obtain,

AdvAKEP = |2Pr[S0]− 1|. (1)

TABLE II
SIMULATION OF HASH, REVEAL, TEST, CORRUPT AND EXECUTE ORACLE

QUERIES

Hash H simulation query performs as follows:
If the record (q,H) is found in list LH corresponding
to hash query H(q), return hash function H .
Otherwise, select a string H ∈ {0, 1}lH and add (q,H) into LH .
If the query is initiated by A, (q,H) is stored in LA.
Reveal(Pt) simulation query performs as follows:
If Pt is in accept state, the current session key SK
formed by Pt and its partner is returned.
Test(Pt) simulation query performs as follows:
Through Reveal(Pt) query, obtain current
session SK and then flip a unbiased coin b.
If b = 1, return SK. Otherwise, return a random
string from {0, 1}∗.
Corrupt(Ui,a) simulation query performs as follows:
If a = 1, the query returns password (PWi) of the user Ui.
If a = 2, the query outputs biometrics key (αi)
corresponding to the biometrics B〉 of Ui.
If a = 3, the query returns the secret information
stored in user smart card.
Simulation of Execute(Ui, S) query occurs in succession
with simulation of Send queries as shown below.
Compute DIDi, M1, Mu as given in Figure 3. Ui sends message M ′
to S, where M ′ = {DIDi, Tu(X),M1,Mu, TS1}.
Compute M4 and Ms as given in Figure 3. S sends authentication
message M ′′ to U , where M ′′ = {M4,Ms, TS2}.
Note that 〈DIDi, Tu(X),M1,Mu, TS1〉 ← Send(U, start),
〈M4,Ms, TS2〉 ← Send(S, 〈DIDi, Tu(X),M1,Mu, TS1〉).
Finally, M ′ = 〈DIDi, Tu(X),M1,Mu, TS1〉,
M ′′ = 〈M4,Ms, TS2〉 are returned.

Game G1: Oracle queries like Reveal, Execute, Corrupt,
Test and H are simulated in the game G1 and described in
Table II. The working procedure of Send query is simulated
in Table III. We create three lists that record the output of
different oracle queries: 1) list LH answers hash oracle H
queries, 2) list LA stores outputs of random oracle queries, and
3) list LT records transcripts between Ui and S. As simulation
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of the games G1 and G0 (which is the real protocol under
execution) are considered to be indistinguishable, we have,

Pr[S1] = Pr[S0]. (2)

Game G2: This game considers the collision situations with
hash results and random numbers in the transcripts of all
communicated messages in login and authentication phases
of our scheme P . According to the birthday paradox, the H
query has at most collision probability as q2H

2lH+1 . In the login
and authentication messages {DIDi, Tu(X),M1,Mu, TS1}
and {M4,Ms, TS2}, M1 and M2 contain session specific
random numbers RNu and RNs, respectively. Hence, the
probability of collision for these numbers are at most (qs+qe)2

2lr+1 .
So, we have,

|Pr[S2]− Pr[S1]| ≤ (qs + qe)2

2lr+1
+

q2H
2lH+1

. (3)

TABLE III
SIMULATION OF SEND ORACLE QUERIES

Send simulation query performs as follows.
(a) For a Send(Ui, start) query, Ui gives the following response.
Compute X , M1, DIDi, Mu as in Figure 3.
Output M ′ = 〈DIDi, Tu(X),M1,Mu, TS1〉.
(b) Let S be the target state.
For a Send(S, 〈DIDi, Tu(X),M1,Mu, TS1〉) query,
S gives the following response.
Verify whether |T1 − T ∗1 | ≤ 4T and
compute KA′, ID′i, X′ and M2 and verifies value of Mu.
A mismatch rejects the session. Further, S computes M4 and SKsu,
and output M ′′ = 〈M4,Ms, TS2〉.
(c) Ui answers Send(Ui, 〈M4,Ms, TS2〉) query as follows.
Verify whether |TS2 − T ∗2 | ≤ 4T ,
and compute M5 and SKus, and then verify Ms.
A mismatch leads to termination of the session. Otherwise, establish
SKus as the session key as given in Figure 3.
Finally, both Ui and S accept the successful termination
of the session.

Game G3: In this game, without involving hash oracles
H directly, A tries to guess the correct message from other
oracle queries. As per two message communications of login
and authentication phases, we have the following two cases:

Case 1: We consider login message Send(S,M1) query
and try to respond it. Hence, the hash value Mu =
H(IDi||X||KA||RNu||TS1) ∈ LA has probability up to
qH

2lH
; otherwise, the session will be terminated. Again, to

launch an attack, A must find out the parameters b′, fi,
and H(H(IDi||PWi||b′)||αi) as given in Figure 2. Hence,
the total calculated probability is at most 4qH

2lH
. Finally, for a

transcript message with parameter RNu, M1 ∈ LT , and we
get the maximum probability for this as qs

2lr
.

Case 2: We consider M2 which is included in the au-
thentication message sent by S to the user Ui. To respond
Send(Ui,M2) oracle query, Ms ∈ LA must hold with
probability qH

2lH
. Further, S computes and verifies ID′i, X

′,
H(IDi||X||KA||M2||TS1) and SKsu with total probability
of 5qH

2lH
. Finally, for a transcript message (with parameter RNs)

M2 ∈ LT and we get the maximum probability for this as qs

2lr
.

Considering both cases, we have,

|Pr[S3]− Pr[S2]| ≤ 2qs
2lr

+
9qH
2lH

. (4)

Game G4: In G4, we consider mainly guessing attacks in
both online and offline conditions. We have the following two
cases:

Case 1: A executes Corrupt(Ui, 3) to guess PW and αi.
In this case, we consider the following two sub-cases:

Case 1.1: A can guess password in online from a dictionary
D and runs Send(S,M1) query qs times having probability
qs

|D| .
Case 1.2: We consider the intentional or accidental guessing

of user biometrics key αi online, which requires to execute
query Corrupt(Ui, 2). The guessing probability under this
case is at most max{qs( 1

2lb
, εbm)}.

Case 2: We consider guessing of the session key SK by
A without active involvement of oracle H . We find that SK
is created with hash values of two chaotic map parameters
Tu(Tmk(X)) and Tmk(Tu(X)). So, for this case, the proba-
bility is at most 2qHAdvCMDLP

A (tA) .
In absence of these guessing attacks, the games G4 and G3

are indistinguishable, and hence, we have,

|Pr[S4]− Pr[S3]| ≤ max{qs(
1
|D|

,
1

2lb
, εbm)}

+2qHAdvCMDLP
A (tA). (5)

Game G5: In the terminating game G5, A executes H ,
Send and Execute oracle queries on old transcripts only to
break forward security. To avoid termination of the game, the
Test query should return the actual session key in respective
instances of Ui and S. Considering the same analysis as
mentioned in G4, we obtain,

|Pr[S5]− Pr[S4]| ≤ 2qH(qs + qe)2 ×AdvCMDLP
A (tA).

Considering all above games and since A gains no advantage
to guess the correct bit b, we get, Pr[S5] = 1/2.

Using the triangular inequality, we have the following:

|Pr[S0]− 1
2
| = |Pr[S1]− Pr[S5]|

≤ |Pr[S1]− Pr[S2]|+ |Pr[S2]− Pr[S5]|
≤ |Pr[S1]− Pr[S2]|+ |Pr[S2]− Pr[S3]|

+|Pr[S3]− Pr[S5]|
≤ |Pr[S1]− Pr[S2]|+ |Pr[S2]− Pr[S3]|

+|Pr[S3]− Pr[S4]|+ |Pr[S4]− Pr[S5]|.
(6)

Using Equations (1)-(6), we obtain,

1
2
AdvAKEP = |Pr[S0]− 1

2
|

≤ (qs + qe)2

2lr+1
+

q2H
2lH+1

+
2qs
2lr

+
9qH
2lH

+ max{qs(
1
|D|

,
1

2lb
, εbm)}

+2qHAdvCMDLP
A (tA)

+2qH(qs + qe)2AdvCMDLP
A (tA). (7)

Finally, multiplying both sides by 2 in Equation (7) and
rearranging the terms, we obtain the required result. Hence,
the theorem is proved.
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B. Authentication proof using BAN logic

The BAN logic [36] is widely-used for analyzing the
security of authentication schemes to check the secure mutual
authentication between a user Ui and the server S. In this
section, we provide authentication proof using BAN logic
and then demonstrate how the proposed scheme achieves the
authentication goals. The notations used in BAN logic analysis
are defined as follows.

• P |≡ X : Principal P believes statement X
• P C X : P sees the statement X .
• #(X) : The formula X is fresh.
• P |v X : Principal P once said statement X .
• (X,Y ): Formula X or formula Y is one part of the

formula (X,Y ).
• P ⇒ X : P has jurisdiction over statement X .
• 〈X〉Y : This represents X combined with the formula Y .
• P

K←→ Q : P and Q may use the shared key K to
communicate. The key K is good in that it will be known
only by P and Q.

• P
X

 Q : Formula X is a secret known only to P and

to Q, and possibly to principals trusted by them. Only P
and Q may use X to prove their identities to one another.

• SK: The session key used in the current session.

The rules given below describe the main logical postulates
of the BAN logic [36], [37]:

• Rule 1 (Message meaning rule (MMR)).
P |≡Q

K

P,PC〈X〉K
P |≡Q|vX .

• Rule 2 (Nonce verification rule (NVR)).
P |≡#(X),P |≡Q|vX

P |≡Q|≡X .
• Rule 3 (Freshness conjuncatenation rule (FCR)).

P |≡#(X)
P |≡#(X,Y ) .

• Rule 4 (Jurisdiction rule (JR)). P |≡Q⇒X,P |≡Q|≡XP |≡X .

• Rule 5 (Additional rules (AR)). P |≡(X,Y )
P |≡X , PC(X,Y )

PCX ,
P |≡Qv(X,Y )
P |≡QvX .

According to the analytic procedures of the BAN logic, the
proposed protocol will satisfy the following goals:

Goal 1. Ui |≡ (Ui
SK←→ Sj).

Goal 2. Sj |≡ (Ui
SK←→ Sj).

The generic types of the messages in the proposed protocol
are as follows.

Message 1. Ui → Sj : {DIDi, Tu(X), X⊕ RNu⊕ TS1 ⊕
Tu(X), H(IDi ||X ||KA ||RNu ||TS1), TS1}.

Message 2. Sj → Ui : {X⊕ RNs⊕ TS2⊕ Tmk(X),
H(IDi|| H(X ||Tmk(Tu(X)) ||TS1 ||TS2 ||M2 ||RNs) ||M2

||RNs ||TS1 ||TS2), TS2}.
The idealized forms of the messages in the proposed pro-

tocol are given below.
Message 1. Ui → Sj : {DIDi, Tu(X), TS1, 〈RNu, TS1,

Tu(X)〉X , 〈IDi, RNu, TS1, KA〉X}.
Message 2. Sj → A: {TS2, 〈RNs, TS2, Tmk(X)〉X , 〈IDi,

TS1, TS2, KA, RNu, RNs〉X , TS2}.
Regarding the initial state of the scheme, we make the

following basic assumptions to further analyze the proposed
scheme:

A.1: Ui |≡ #(TS2); A.2: Sj |≡ #(TS1); A.3:

Ui |≡ (Ui
X

 Sj); A.4: Sj |≡ (Ui

X

 Sj); A.5:

Ui |≡ Sj ⇒ (RNs, TS2, Tmk(X)); A.6: Sj |≡ Ui ⇒
(RNu, TS1, Tu(X)); A.7: Ui |≡ u; A.8: Ui |≡ TS1; A.9:
Ui |≡ RNu; A.10: Sj |≡ Tmk(X); A.11: Sj |≡ mk; A.12:
Sj |≡ TS2; A.13: Sj |≡ RNs.

Based on the above mentioned assumptions and the logical
postulates of the BAN logic, we analyze the idealized forms
of the messages in the proposed scheme and provide the main
procedures of proof as follows.

According to the message 1, we obtain,
• S1: Sj C {DIDi, Tu(X), TS1, 〈RNu, TS1, Tu(X)〉X ,
〈IDi, RNu, TS1, KA〉X}.

• S2: According to the rule AR, we obtain, Sj C
〈RNu, TS1, Tu(X)〉X .

• S3: According to A.4 and MMR, we obtain, Sj |≡ Ui |v
(RNu, TS1, Tu(X)).

• S4: According to A.2 and FCR, we get, Sj |≡
#(RNu, TS1, Tu(X)).

• S5: According to NVR, we have, Sj |≡ Ui |≡
(RNu, TS1, Tu(X)).

• S6: Using A.6 and JR, we get, Sj |≡
(RNu, TS1, Tu(X)).

• S7: From S6 and AR, we obtain, Sj |≡ RNu, Sj |≡ TS1,
Sj |≡ Tu(X).

• S8: According to A.11, A.12 and A.13, we get, Sj |≡
mk, Sj |≡ TS2 and Sj |≡ RNs.

• S9: From SK = H(X ||Tmk(Tu(X)) ||TS1 ||TS2 ||M2

||RNs) and the results obtained in Steps S7 and S8, we
obtain, Sj |≡ (Ui

SK←→ Sj). (Goal 2).
• S10: Using the message 2 and AR, we obtain, Ui C
〈RNs, TS2〉X .

• S11: According to A.3 and MMR, we get, Ui |≡ Sj |v
(RNs, TS2).

• S12: Using A.1 and FCR, we obtain, Ui |≡
#(RNs, TS2).

• S13: With NVR, we obtain, Ui |≡ Sj |≡ (RNs, TS2).
• S14: A.5 and JR give Ui |≡ (RNs, TS2).
• S15: According to S14 and AR, we have, Ui |≡ RNs,
Ui |≡ TS2.

• S16: According to A.7-A.10, we obtain, Ui |≡ u, Ui |≡
TS1, Ui |≡ RNu and Sj |≡ Tmk(X).

• S17: The results of Steps S15 and S16 give Ui |≡ (Ui
SK←→

Sj). (Goal 1)
As a result, the goals Goal 1 and Goal 2 ensure that both Ui
and S mutually authenticate each other.

C. Discussion on other attacks

In this section, we show that the proposed can also withstand
the following security attacks.

1) Replay and impersonation attacks: Replay attack is con-
sidered to be one of the most common attacks in authentication
process. In the proposed scheme, an attacker cannot replay
the login message {DIDi, Tu(X),M1,Mu, TS1}. S ignores
the message if |TS1

∗ − TS1| > 4T , where 4T is the
maximum transmission delay. To protect strong replay attack,
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S may also decide to store the pair (IDi, Tu(X)). In case
of a replayed message, Tu(X)′ will be same as the previous
value Tu(X). So, S considers this as a replayed message and
discards the request. Further, an attacker can not modify any
of the sent parameters as the message contains a hash value
Mu = H(IDi||X||KA||RNu||TS1). In the authentication
phase, any modification of the previous parameters leads to
a mismatch of the sent parameters and received hash value,
and the authentication request fails. Following the same logic
explained above, an attacker can not also replay or modify the
server authentication message. Hence, our scheme is secure
against replay attack as well as user impersonation attack.

2) Man-in-the-middle attack: Through man-in-the-middle
attack, an adversary may try to modify login or authentication
messages. Also, the attacker may try to establish independent
connections with Ui and S. However, as we already discussed
in Section IV-C1, an adversary will not be able to modify
or regenerate login and authentication messages. Thus, the
proposed scheme resists man-in-the middle attack.

3) Stolen smart card attack: Suppose the user Ui’s smart
card SC is lost or stolen, and an adversary A obtains all stored
parameters from its memory by power analysis attacks [13].
Note that Ui’s identity IDi, password PWi and biometric
secret key αi are not stored directly in SC. From stored
D1 = H(H(IDi||mk) ⊕r) ⊕H(H(IDi ||PWi ||b) ||αi), it is
computationally infeasible to obtain IDi, PWi or biometrics
αi as A has to guess all these parameters simultaneously.
Moreover, from D2 = RPWi ⊕b, A cannot obtain IDi, PWi

or αi. Also, RPWi is masked with random number b. In the
same logic, A can not obtain IDi, PWi or αi from stored
fi = H(RPWi ||b). As a result, our scheme prevents stolen
smart card attack (smart card breach attack).

4) Offline password guessing attack: Suppose an attacker
A extracts all the stored information from the memory of
a lost or stolen smart card of a legal user Ui by the power
analysis attacks. To obtain Ui’s identity IDi, password PWi

or biometric key αi, A needs to guess them all simultaneously
from stored D2 and fi. The collision resistant property of the
one-way hash function H(·) ensures that our scheme resists
offline password guessing attack.

5) Known key secrecy/forward secrecy: In the proposed
scheme, even if a particular session key is compromised, it
does not help an adversary to reveal the other session keys.
According to our scheme, the session key is computed as
follows: SKsu = H(IDi|| X|| Tmk(Tu(x)) ||TS1 ||TS2

||M2 ||RNs) = H(IDi ||X ||Tmk.u(x) ||TS1 ||TS2 ||RNu
||RNs) = H(IDi ||X ||Tu.mk(x) ||TS1 ||TS2 ||RNu ||M5)
= H(IDi ||X ||Tu(Tmk(x)) ||TS1 ||TS2 ||RNu ||M5)
= SKus, where KA = Tmk(Tu(X)) = Tu(Tmk(X)), and
u, RNu, TS1, RNs, and TS2 are generated randomly and
uniquely for every new login session. So, this session key is
fresh and unique for every session, and it can not be reused
after the expiration of session. Thus, an adversary can not
obtain any secret information from a compromised session key
in order to compute the future session keys. In addition, before
establishing the session key, both Ui and S mutually authen-
ticate each other. Hence, the established session key and all
communicated messages encrypted through this session key is

secure against different attacks. Furthermore, the construction
of the session key is based on both the temporal secrets, such
as u, RNu, TS1, RNs, and TS2 as well as permanent secrets,
such as mk and IDi. The leakage of the temporal secrets do
not lead to compromise the secrecy of the session key. As
a result, the proposed scheme also provides the session key
security.

6) User anonymity: Our scheme provides user anonymity
property as an adversary A can not obtain user identity
IDi from any eavesdropped login or authentication message.
Suppose A intercepts the login message {DIDi, Tu(X), M1,
Mu, TS1} during the login phase, where DIDi = IDi⊕
H(KA), M1 = X⊕ RNu⊕ TS1 = D1 ⊕H(H(IDi ||PWi

||b′) ||αi) ⊕RNu ⊕TS1 and Mu = H(IDi ||X ||KA ||RNu
||TS1). Due to usage of random numbers r, RNu and TS1,
and collision-resistant hash function H(·), it is computational
infeasible task for A to derive IDi from the eavesdropped
login message. In a similar way, A can not also obtain IDi

from the intercepted authentication message {M4,Ms, TS2}.
Therefore, the proposed scheme achieves the user anonymity
property.

7) Parallel session and reflection attacks: In our scheme,
from any one of the eavesdropped messages {DIDi, Tu(X),
M1, Mu, TS1} and {M4,Ms, TS2}, an attacker can neither
obtain the correct identity IDi, password PWi nor the biomet-
rics key αi of a legal user Ui. Hence, from any eavesdropped
message, an attacker can not a create a valid login request, and
thus, he/she cannot start a new session with S by masquerading
as a legal user. Hence, our scheme protects the parallel session
and reflection attacks.

V. FORMAL SECURITY VERIFICATION USING PROVERIF
SIMULATION TOOL

In this section, we present the formal security verification of
the proposed scheme using the popular verification tool, called
ProVerif [38]. This tool is based on applied pi calculus [39]
and is used for proving session key secrecy and authentication.
The details of implementation can be found in [40].

We have implemented the code for process for the user Ui
in both registration, login and authentication phases. Similarly,
the process of sever S is also modeled as parallel composition
of process of registration, login and authentication phases. Fi-
nally, we have simulated the proposed scheme using ProVerif
1.93. The simulation results of the session key secrecy (from
both user and server sides) and authentication are provided in
Figure 4. The result shows the following observations:
• RESULT inj-event(UserAuth(id)) ==> inj-event

(UserStart(id)) is true.
• RESULT not attacker(SKs[ ]) is true.
• RESULT not attacker(SKu[ ]) is true.

In summary, the proposed scheme passes the ProVerif 1.93
security verification.

VI. PERFORMANCE COMPARISON

In this section, we compare the performance of the proposed
scheme with the recent authentication schemes for e-health
care systems, such as the schemes of Lee [11], Li et al. [12],
Xie et al. [18] and Xu et al. [41].
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File “./tmpfiles/29940818/inpProt.pv”, line 60, character 5 - line 60, character 8:
Warning: identifier SKu rebound
File ”./tmpfiles/29940818/inpProt.pv”, line 83, character 5 - line 83, character 8:
Warning: identifier SKs rebound
Completing equations...
Completing equations...
– Query inj-event(UserAuth(id)) ==> inj-event(UserStart(id))
nounif mess(sch[],(sID 488,sMsg 489))/-5000
Completing...
200 rules inserted. The rule base contains 200 rules. 64 rules in the queue.
400 rules inserted. The rule base contains 384 rules. 60 rules in the queue.
600 rules inserted. The rule base contains 515 rules. 54 rules in the queue.
800 rules inserted. The rule base contains 614 rules. 50 rules in the queue.
Starting query inj-event(UserAuth(id)) ==> inj-event(UserStart(id))
RESULT inj-event(UserAuth(id)) ==> inj-event(UserStart(id)) is true.
– Query not attacker(SKs[ ])
nounif mess(sch[],(sID 10359,sMsg 10360))/-5000
Completing...
200 rules inserted. The rule base contains 200 rules. 48 rules in the queue.
400 rules inserted. The rule base contains 352 rules. 48 rules in the queue.
600 rules inserted. The rule base contains 489 rules. 48 rules in the queue.
Starting query not attacker(SKs[ ])
RESULT not attacker(SKs[]) is true.
– Query not attacker(SKu[ ])
nounif mess(sch[],(sID 19433,sMsg 19434))/-5000
Completing...
200 rules inserted. The rule base contains 200 rules. 48 rules in the queue.
400 rules inserted. The rule base contains 352 rules. 48 rules in the queue.
600 rules inserted. The rule base contains 489 rules. 48 rules in the queue.
Starting query not attacker(SKu[ ])
RESULT not attacker(SKu[]) is true.

Fig. 4. Analysis of results

A. Communication cost analysis

From the tabulated data in Table IV, it is clear that our
proposed scheme has low communication cost as compared to
other related authentication schemes for e-health care systems
during the the login and authentication phases. Since the
registration process is one-time, we have not considered the
costs involved in the schemes. Bit transmission overhead of
our scheme is quite moderate. Our scheme requires only two
message exchanges of sizes 640 bits and 352 bits only. The
communication cost of Xu et al.’s scheme [41] is slightly less
than that for the proposed scheme. However, their scheme
suffers from several security attacks and functionality features
(see Table VII).

TABLE IV
COMPARISON OF COMMUNICATION COSTS

Scheme No. of messages No. of bits
Lee [11] 2 1280
Xu et al. [41] 2 864
Xie et al. [18] 3 1096
Li et al. [12] 3 1472
Our 2 992

TABLE V
NOTATIONS USED AND THEIR TIME COMPLEXITY

Symbol Description Execution time
(in milliseconds)

TH One-way hash function 0.50
Tsym symmetric key 8.70

encryption/decryption
TM Elliptic curve 63.08

point multiplication
TCH Chebyshev map operation 21.02
TFE Fuzzy extractor operation ≈ TM

TABLE VI
COMPARISON OF COMPUTATION COSTS

Scheme User Server Execution Execution
side side cost (user) cost (server)

Lee [11] 9TH + 2TCH 10TH + 2TCH 46.54 ms 47.04 ms
Xu et al. [41] 5TH + 3TM 5TH + 3TM 191.74 ms 191.74 ms
Xie et al. [18] 7TH + 2TM 6TH + 2TM 138.36 ms 146.56 ms

+Tsym +2Tsym

Li et al. [12] 8TH + 2TCH 9TH + 2TCH 46.04 ms 46.54 ms
Our 9TH + 1TFE 5TH + 1TCH 109.62 ms 23.52 ms

+2TCH

B. Computation cost analysis

Table V shows different notations and their execution time
executed on an Intel Pentium4 2600 MHz processor with
1024 MB RAM as performed in [42], [43]. In Table VI,
we tabulate and compare the computation overhead of our
scheme with the relevant chaotic map based schemes for e-
health care systems [11], [12], [18], [41] during the login and
authentication phases. For all the given schemes, we separately
tabulated the user side and server side computation costs. Since
the bitwise XOR operation is negligible, we have ignored it.
During the login phase, the computation overhead required
for a user in our scheme is 9TH + 2TCH + TFE , whereas
during the authentication phase, the computation overhead
becomes 5TH + TCH . Thus, the execution time for user and
server are 109.62 ms and 23.52 ms, respectively. We have
applied the fuzzy extractor functions for biometric verification.
Due to the fuzzy extractor Rep(·) function for extracting the
biometric key αi, we require TFE ≈ TM [44]. However, the
cost for the server side in the proposed scheme is relatively
less as compared to all other scheme. In addition, though the
computation cost for the user side in the proposed scheme is
higher than that for the schemes of Lee [11] and Li et al.
[12], it is justified because their schemes suffer from several
security attacks and functionality features (see Table VII).

TABLE VII
SECURITY AND FUNCTIONALITY COMPARISON

Security attribute Lee Xu et al. Xie Li et al. Our
/Scheme [11] [41] [18] [12]

Stolen smart card attack X X X X X
Off-line password guessing attack X X X X X
On-line password guessing attack X X X X X
Strong replay attack X X X X X
Privileged insider attack X X X X X
User impersonation attack X X X X X
Server impersonation attack X X X X X
Denial of service attack X X X X X
Known session key secrecy X X X X X
User anonymity provision X X X X X
Forward secrecy X X X X X
Session key security X X X X X
Efficient password change X X X X X
Login phase efficiency X X X X X
Mutual authentication X X X X X
Revocation of smart card X X X X X
Low computation overhead X X X X X
Low communication overhead X X X X X
Formal security analysis X X X X X
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C. Security and functionality analysis

A detailed comparison on different security attacks and
functionality features are tabulated in Table VII. Most of the
schemes shown in Table VII fail to provide efficiency in
login phase and password change phase, and also they do not
provide revocation of lost smart card phase. It is clear from
Table VII that our proposed scheme overcomes such security
and functionality weaknesses of the existing schemes.

VII. CONCLUSION

We have proposed a secure, lightweight and efficient
chaotic-map based user authentication scheme for e-healthcare
systems. Most of the existing chaotic map based schemes are
insecure against several known attacks. The proposed scheme
can effectively withstand the attacks outlined in the existing
schemes. Through the formal security analysis using the
widely-accepted ROR model, we have shown that our scheme
provides the session key security. Furthermore, the BAN logic
analysis shows that the proposed scheme provides the secure
mutual authentication between a user and the medical server.
In addition, the formal security verification using the ProVerif
tool ensures that the proposed scheme is also secure. Finally,
through extensive performance comparison, we have shown
that we have considerably reduced total computation and
communication costs as compared to other existing related
schemes. As a result, the proposed scheme is very suitable for
e-healthcare systems.
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