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Abstract—Wireless sensor networks (WSNs) consist of tiny
sensor nodes that communicate with each other over wireless
channels, often in a hostile environment where nodes can be
captured and compromised. Consequently, an adversary may
launch a clone attack by replicating the captured nodes to enlarge
the compromised areas employing clones. Thus, it is critical to
detect clone nodes promptly for minimizing their damage to
WSNs. Recently, various clone detection schemes were proposed
for WSNs, considering different types of network configurations,
such as device types and deployment strategies. In order to
choose an effective clone detection scheme for a given sensor
network, the selection criteria play an important role. In this
paper, we first investigate the selection criteria of clone detection
schemes with regard to device types, detection methodologies,
deployment strategies, and detection ranges. We then classify the
existing schemes according to the proposed criteria. Simulation
experiments are conducted to compare their performances. It
is concluded that it is beneficial to utilize the grid deployment
knowledge for static sensor networks; the scheme using the grid
deployment knowledge can save energy by up to 94.44% in
comparable performance (specifically in terms of clone detection
ratio and the completion time), as compared to others. On the
other hand, for mobile sensor networks, no existing approach
works efficiently in reducing detection error rate.
Index Terms—Clone attack, clone detection, network security,
replica attack, wireless sensor networks (WSNs).

I. Introduction

W

IRELESS SENSOR networks (WSNs), and particularly their security issues, have received great attention
recently in both academia and industry. Since tiny sensor nodes
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in WSNs have meager resources for computation, communication, power, and storage, it is challenging to provide efficient
security functions and mechanisms for WSNs. Above all,
since WSNs are frequently deployed in hostile environments,
sensor nodes can be captured and compromised easily by
an adversary who may extract secret information from the
captured nodes. After such a compromise, a clone attack can
be launched by replicating the captured nodes and injecting
them sporadically over the networks such that the adversary
can enlarge the compromised areas by employing the clones.
The secret information, such as access keys, extracted from
the captured nodes and still contained in clones, may allow the
adversary to gain access to communication systems throughout WSNs. For instance, clones would be authenticated as
genuine nodes in a key establishment scheme of WSNs in
different locations, eventually taking over a local segment or
an entire network to launch various attacks, such as corrupting
data aggregation, injecting false data, and dropping packets
selectively. Thus, it is essential to detect clone nodes promptly
for minimizing their damages to WSNs.
The simplest defensive measure against the clone attacks is
to prevent an adversary from extracting secret key materials
from captured nodes by virtue of tamper-resistant hardware.
However, the hardware-based defensive measures are too
expensive to be practical for resource-restricted sensor nodes.
Various kinds of software-based clone detection schemes [1]–
[13] have recently been proposed for WSNs, considering
many different types of network configuration, such as device
types and deployment strategies. The limitation of softwarebased clone detection schemes is undoubtedly that they are
not generic, meaning that their performance and effectiveness
may depend upon their preconfigured network settings. For
example, a clone detection scheme designed for mobile WSNs
is useless in static WSNs. In order to choose an effective
detection scheme for a certain sensor network, it is desirable
to have a set of well-designed selection criteria.
In this paper, we first investigate the selection criteria of
clone detection schemes with regard to device types, detection
methodologies, deployment strategies and detection ranges,
and then we classify the existing schemes according to the
proposed criteria. First, we divide static and mobile sensors
according to their mobility. A static sensor node cannot move,
while the location of a mobile sensor changes depending on
operational scenarios. Clone detection strategies can be classified in this sense as well. Second, we classify the detection
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schemes to centralized and distributed schemes, i.e., in terms
of the ways to collect and verify evidence of clones. One is
that a central node, such as a base station (BS), acts solely on
detecting clones, and the other is that a group of sensor nodes
conduct the clone detection cooperatively. Third, according to
the ways how to deploy sensor nodes, we divide them into
random uniform deployment and grid deployment strategies.
The former is that sensor nodes are scattered in a region
randomly, and the latter works in a way that they are placed in
prescheduled zones by dividing a given deployment field into
a number of practical locational zones. Finally, according to
clone detection locations, we divide the schemes into whole
area and local area detection schemes. In the former schemes,
all sensor nodes work jointly in detecting clones, but in the
latter schemes only a subset of them will conduct it locally.
To summarize, we classify the existing clone detection
schemes based on the following criteria:
1) device type: static (sensor) versus mobile (sensor);
2) detection method: centralized (detection) versus
distributed (detection);
3) deployment strategy: random uniform (deployment)
versus grid (deployment);
4) detection range: whole (area detection) versus local (area
detection).
The remainder of this paper provides more detailed results on the aforementioned classifications along with our
simulation experiments to compare their performances and
discover unexpected error rates. Our results are useful in
selecting an effective clone detection scheme for a given WSN
environment. Finally, we conclude that it is beneficial to utilize
the grid deployment knowledge for static sensor networks. Unfortunately, for mobile sensor networks, no existing approach
could work efficiently in reducing detection error rate.

II. Adversary Model and Clone
Detection Scenario
In this section, we define an adversary model and then
describe a clone detection scenario to detect a clone attack.
A. Adversary Model
A clone attack means that an adversary injects one or more
replicated nodes into a network by using the same ID as
another node, i.e., a captured node [1], to compromise a large
fraction of a network successfully. With regard to this attack,
it is assumed that an adversary captures only a tiny fraction
of nodes in the network because capturing a large fraction
may not even require clones at all and must be much more
costly and easier to detect. It is reasonable to assume that an
adversary captures only a small number of nodes and makes
clones by replicating the captured nodes to inject them back
into the network for achieving adversarial objectives, such as
controlling the target area and so forth. Since the adversary
already knows the secret of the captured node, it is useless to
employ the existing security systems, such as the ones given
in [14]–[19]. Thus, the clone detection is necessarily required
and it is enforced on the following clone detection scenario.
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B. Clone Detection Scenario
First, for starting the clone attack, an adversary captures one
or more nodes deployed in the network where the adversary
wants to obtain information for achieving adversarial goals.
After that, the adversary makes clones using the secret information extracted from the captured nodes and then deploys the
clones into the targeted areas. To get some useful information
from the clone’s neighboring nodes or control them in the target areas, the clone should establish a secret key with them for
a secure channel. However, before the key establishment procedure, all newly inserted nodes including the clone must pass
the clone detection protocol. In other words, the clone cannot
achieve its malicious goals in the target area until it passes
the test. Based on this scenario, we will run simulation experiments in Section IV to test different clone detection schemes.
Because the existing security systems cannot protect themselves from the clone attacks effectively, in this paper we will
introduce various solutions to address this issue in Section III.

III. Clone Detection Schemes
Fig. 1 depicts a taxonomy of clone detection schemes of
WSNs, in which we define the selection criteria as what we
discussed before. First, we divide the taxonomy according to
device types, such as static and mobile WSNs. In Fig. 1(a),
the clone detection schemes of static WSNs are classified
into four types [i.e., static, centralized, random uniform,
and whole (SCRW), static, distributed, random uniform, and
whole (SDRW), static, distributed, grid, and whole (SDGW),
and static, distributed, grid, and local (SDGL)] according to
their detection methods, deployment strategies, and detection
ranges. In Fig. 1(b), the clone detection schemes of mobile
WSNs are classified into two types [i.e., mobile, centralized, and whole (MCW) and mobile, distributed, and whole
(MDW)] according to their detection methods and detection
ranges. We will provide a review on such classifications in
more detail as follows.
A. Type SCRW
Parno et al. [1] proposed a centralized detection scheme
(i.e., BS-based scheme) as a basic clone detection scheme.
Presumably, each node sends IDs and estimates the locations
of its neighbors to a BS.1 If there is a collision of IDs in
far distinct locations, then the BS revokes the corresponding
sensor nodes by broadcasting an authentic command.
Brooks et al. [2] also proposed a centralized clone detection
scheme under the assumption that the keys are randomly
predistributed. If a key is used for multiple times over a
predefined threshold, then the BS revokes the corresponding
key as a clone key.
Choi et al. [3] proposed a clone detection scheme, called
SET, to detect clones by set operations, such as intersection
and union, of exclusive subsets of IDs in a network. Since
the set of IDs are divided by clustering regional sensor nodes
after deployment, an intersection of distinct subsets must be
1 The location of a sensor node can be estimated in several ways, such as
those reported in [20]–[25].
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Taxonomy of clone detection schemes in WSNs. (a) Static WSNs. (b) Mobile WSNs.

empty. If there is a nonempty intersection, then the BS will
be reported by corresponding cluster heads to detect cloning
activities.
Besides, Xing et al. [4] proposed a replica detection scheme
using a fingerprint, which includes information of neighboring
nodes. Since the fingerprints are fixed on deployment, it requires additional complex processes to add new sensor nodes.

There are several other derivatives or improved versions
of the LSM scheme, such as a distributed hash table-based
scheme using a distributed hash table [6], an active detection
scheme that works by receiving its neighbors’ IDs and locations from a randomly chosen witness node [7], a randomwalk-based detection scheme [8], a clone detection scheme
collecting neighbor IDs instead of locations [9], and so forth.

B. Type SDRW

C. Type SDGW

Parno et al. [1] proposed a distributed clone detection
scheme, in which node-to-network broadcast was used. Every
node collects the IDs and locations of its neighbors, and
it broadcasts them to a network. When a node receives a
broadcast message from the others, it compares the others’
neighbors with its own. If there is a collision of IDs in
distinct locations, then the corresponding node and clones are
revoked. The main problem with this approach is its high
communication overload in the network.
Subsequently, Parno et al. [1] proposed two probabilistic
detection protocols. Randomized multicast (RM) scheme distributes IDs and locations of neighboring nodes to randomly
selected (witness) nodes, exploiting the “birthday paradox”
effect2 to find the collisions, while line-selected multicast
(LSM) scheme increases the collision probability of RM by
adding check points. In the LSM scheme, in addition to
witness nodes, the intermediate nodes within the multicast
path also can check clones. Both schemes require a relatively
high cost for storage, while the communication cost of RM is
similar to that of node-to-network broadcast.
Conti et al. [5] proposed the randomized, efficient and
distributed (RED) scheme to improve the detection ratio of
RM by increasing the collision probability using a specific
pseudo random function.

Zhu et al. [10] proposed two grid-based clone detection
schemes, i.e., single deterministic cell (SDC) and parallel multiple probabilistic cells (P-MPC), which improve the collision
probability of RM by using grid information given to each
node. In SDC, the IDs and locations of the neighbors are
forwarded to a single zone that is determined from one-way
hash function with a node ID as input. However, in P-MPC,
the pair information is forwarded to multiple zones that are
determined in the same way. Then, every node checks whether
or not the IDs received from the other nodes are in conflict.
Although P-MPC requires a higher communication cost than
SDC, it can detect clones by virtue of nodes in the other
zones, even in the case where all nodes in a given zone are
compromised by an adversary. We assume that a powerful
adversary could compromise a whole zone as an aggressive
adversary in this paper.

2 In probability theory, birthday paradox relates to the probability that in a
set of randomly chosen people some pair of them will have the same birthday.
For example, in a group of at least 23 randomly chosen people, there is more
than 50% probability that some pairs of them were born on the same day.

D. Type SDGL
A specific network configuration based on grid deployment is preferred for local network clone detection. A WSN
configured by grid deployment can place sensor nodes in a
predetermined zone and utilize their locations to detect clones.
For example, if a node is detected in a zone that is far from
its predetermined zone over a threshold distance, then it is
suspected as a replicated node. Ho et al. [11] defined this
approach as a basic approach of local network clone detection.
Though the basic approach is efficient, its detection quality
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Comparison of energy consumption between types SCRW and SDRW, where two values in parentheses denote Pd and Td , respectively.

depends very much on a possible deployment error in WSNs.
If a genuine node is located erroneously in a zone that is
out of the threshold distance, then the basic approach may
yield a detection error (a false alarm) by determining it as
a clone. Thus, Ho et al. [11] proposed two more schemes,
i.e., location claim approach (LCA) and multigroup approach
(MGA), to reduce the detection error of the basic approach
via letting the neighbors of an erroneously deployed node
send out its location to the nodes in the predetermined zone
in an authenticated manner. The schemes reduce detection
errors significantly by checking a collision of ID in two zones.
MGA improves the robustness of LCA against an aggressive
adversary similarly to P-MPC.
E. Type MCW
Ho et al. [12] proposed a centralized detection scheme for
mobile WSNs by exploiting the fact that a genuine node never
moves beyond the maximum speed. Every node in WSNs
collects the IDs and locations of its neighbors along with
their communication times,3 and every node then transmits the
collected data to the BS in an authentic way. If a node moving
over the maximum speed is found, then the BS determines that
the node is replicated.
F. Type MDW
Yu et al. [13] proposed a distributed detection scheme,
called extremely efficient detection (XED), for mobile WSNs.
In XED, mobile nodes exchange their IDs and random
numbers when they meet each other, and they record them
for further verification. If the previously exchanged random
numbers match when they meet again, then they update
random numbers. Otherwise, they determine their counterparts
as clones. However, it is noted that XED yields detection
3 The communication time can be smoothly measured by time synchronization methods, such as [26]–[31].

errors such as false positive4 and false negative5 errors due
to the limited memory of sensor nodes. In our simulation
experiments, as described in Fig. 6, we could observe that
the detection errors of XED are relatively high.
IV. Simulations of Clone Detection Schemes
A. Simulation Environments and Scenarios
Based on the aforementioned selection criteria, we conducted the simulation experiments on the representative clone
detection schemes with regard to detection performance. For
this purpose, we run the simulations in each scenario for a
duration of 1000 s using a ns-2 network simulator [32].
Each node uses IEEE 802.11 as a media access control
protocol,6 in which the transmission range is 100 m, and the
sizes of the areas covered by static WSNs and mobile WSNs
are 1000 m × 1000 m and 500 m × 500 m, respectively.
In order to determine the movement of mobile nodes,
we employed the random trip mobility (RTM) model used
in Ho’s scheme as well. In the RTM model, each mobile
node moves to a randomly chosen location with a given
4 False positive error means an error of rejecting a null hypothesis when it is
actually true. For instance, consider that the detection process for node a has
produced a “positive” result (indicating that node a must be a clone), even
though node a is actually not a clone. False positive error can be viewed as
an error of excessive credulity.
5 False negative error means an error of failing to reject a null hypothesis
when it is not true. If clone a is determined not to be a clone, this instance is
a false negative. False negative error can be viewed as an error of excessive
skepticism.
6 Generally speaking, a sensor node uses one of medium access control
protocols released in IEEE 802.15.4 Standard supporting a low duty cycle,
within a small fraction of time that a sensor node is in an “active” state.
Nevertheless, the reason that we employed IEEE 802.11 is that we did
not get reliable results in using IEEE 802.15.4 because unsynchronized
communications between nodes had a big impact on our simulation results.
In fact, we could hardly get meaningful results when using IEEE 802.15.4.
Moreover, in IEEE 802.15.4 Standard, synchronization between nodes is still
one of the most challenging issues. For these reasons, we used IEEE 802.11
in order to assure that synchronization between nodes does not have any big
impact on our simulation results.

30

IEEE SYSTEMS JOURNAL, VOL. 7, NO. 1, MARCH 2013

TABLE I
Simulation Parameters and Performance Metrics
Simulation Parameters
Simulation time
Field size for static and mobile
WSNs
Velocity of a mobile node
Radio range
Initial energy for static and mobile
nodes
Performance Metrics
Total consumed energy (Ed )a
Clone detection ratio (Pd )
Completion time (Td )b
False positive/negative errors

Values
1000 s
1000 m × 1000 m and 500 m × 500 m, respectively
1–20 m/s
100 m
103 and 105 mJ, respectively
Description
The sum of communication and computation costs consumed by all nodes to detect a clone.
The ratio of successful detection times divided by the total number of simulation experiments.
The simulation time to the moment when a clone is first detected. We note that the completion time is used only
for relative comparison purposes since it is simulation time.
Two major detection errors measured in mobile WSNs. Specifically, frequent changes of mobile nodes may cause
high detection errors, which may deteriorate the quality of clone detection schemes due to costly false detection
with regard to the high clone detection ratio.

a All

energy-related parameters are defined based on [33] and those parameters were used in our simulation experiments. Wander et al. [33] calculated the communication cost of transmission/reception and the computation cost of cryptographic algorithms, such as elliptic curve digital signature
algorithm (ECDSA) and secure hash algorithm (SHA)-1, on the Atmel ATmega128 processor of Mica2dot. In [33], it was found that energy costs
required for signing and verifying through ECDSA-160 are 22.82 mJ and 45.09 mJ, respectively. The energy cost required for computing SHA-1
is 0.0059 mJ/B. In addition, the energy costs required for transmitting and receiving 1 B are 0.0592 mJ and 0.0286 mJ, respectively. In our
simulations, we also selected ECDSA-160 for digital signature algorithm and SHA-1 for one-way hash function and random number generator.
b As the computation time of cryptographic algorithms used in each scheme affects the completion time, we consider the computation time based on [34] and
[35]. In our simulations, we selected ECDSA-160 for the digital signature algorithm and SHA-1 for the hash function and random number generator. In [35],
the computation times of signature and verification of ECDSA-160 on an Atmel Atmega128 processor are 2.002 s and 2.436 s, respectively, and in [34] a
160-bit SHA1 hash function evaluation on the same processor took only 0.0072 s, which is much less than that of signing and verifying of ECDSA-160, as
widely known. If no clone is detected during the simulation time, then the completion time will be 1000 s, that is, the maximum simulation time.

speed between a minimum speed (1 m/s) and a maximum
speed (20 m/s), and each mobile node then moves to another
randomly chosen location. This random movement process is
repeated throughout the entire simulation period.
To test the detection schemes under the same simulation
environments as used in [1] and [12], we focused on detecting
single node replications (two clones reproduced from a single
genuine node) and then calculated the average of simulation
results through more than 100 simulation experiments, which
were collected and analyzed based on our performance metrics. Simulation parameters and the performance metrics are
summarized in Table I.
B. Simulation Results
To compare the clone detection schemes classified by the
selection criteria as shown in Fig. 1, we measure their Ed , Pd ,
and Td , and then depict them in Figs. 2–5, in which the x-axes
describe the number of nodes in the network and the y-axes
give Ed . Moreover, both values in parentheses give Pd and
Td , respectively. On the other hand, Fig. 6 depicts the false
positive ratio and false negative ratio, respectively, of mobile
clone detection schemes.
1) SCRW Versus SDRW: Fig. 2 illustrates the simulation
results for a centralized detection scheme (i.e., BS-based
scheme [1]) and three distributed detection schemes (i.e., RM
[1], LSM [1], and RED [5]), to conduct the whole network
detection in static WSNs constructed by random uniform
deployment.
In Fig. 2, it is shown that the total consumed energy of RM
is the highest amongst the four schemes, while that of the
BS-based scheme is the lowest. Taking into account the fact
that the four schemes use the same cryptographic algorithms

and their clone detection ratios are similar, we can easily learn
that the difference of the total energy consumption amongst the
different schemes is related closely to their completion time,
e.g., RM spending the longest completion time on detecting a
clone requires a higher energy cost than the others. Namely,
the shorter completion time a clone detection scheme requires,
the more energy it can save.
Although the BS-based scheme looks more efficient than
the other distributed schemes, if considering the shortcomings
with a centralized detection scheme, such as a single point of
failure [1], we cannot assure that the BS-based scheme is the
most efficient. Besides, in our simulations, we overlooked one
fact to simplify the comparisons; that is, the BS was assigned
a large amount of tasks (e.g., monitoring networks, collecting
sensing information from all other nodes, synchronizing a
clock, and so on) than normal sensors, such that BS’s wireless
channel is much busier than those for normal sensors. The
channel occupation will induce communication latency and
packet losses, finally degrading the original capability of a
BS-based scheme.
2) MCW Versus MDW: Fig. 3 illustrates the simulation
results for a centralized detection scheme (Ho’s scheme [12])
and a distributed detection scheme (XED [13]), to conduct the
whole network detection in mobile WSNs.
Compared with Fig. 2, Fig. 3 offers several interesting
characteristic features.
First, as shown in Fig. 2 a centralized scheme, or a
BS-based scheme, needs less energy than the other distributed
schemes, while as shown in Fig. 3 another centralized scheme,
Ho’s scheme, needs more energy than a distributed scheme,
XED, due to the big difference of computational costs. In
general, the computation cost of a digital signature used in
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Fig. 3.

Comparison of energy consumption in types MCW and MDW, where two values in parentheses imply Pd and Td , respectively.

Fig. 4.

Comparison of energy consumption between types SDRW and SDGW, where two values in parentheses imply Pd and Td , respectively.

Ho’s scheme is 1000 times more than that of a pseudorandom
generator used in XED.
Second, the clone detection ratios in Fig. 2 tend to be nearly
constant independently of the number of nodes, while those
of schemes shown in Fig. 3 tend to decrease as the number of
nodes increases. Frequent changes of node location in mobile
WSNs bring in additional packet overhead caused by frequent
routing updates, resulting in packet losses and a drop of the
clone detection ratio.
Third, the clone detection ratio of Ho’s scheme decreases
slowly on the x-axes, while that of XED decreases suddenly
from 80 nodes due to high detection errors, false positive errors
and false negative errors, of XED. In XED, for example, node
A saves the ID and random number received from neighbor
node B. If the memory of A is full, then the oldest record
for another node, for example, C, will be replaced by the new
record of B. Afterward, if A meets C again, then C may be
suspected as a clone because the record of C does not exist in
its memory. This may result in a high false positive error, as
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shown in Fig. 6. False negative errors occur when a clone is
not determined as a replicated node although the clone already
joined the clone detection process more than once. Similar to
the false positive errors, XED generates higher false negative
errors than Ho’s scheme in most cases as shown in Fig. 6.
Imagine that node A and node A are clones of node A.
After node B meets A and then saves in its memory an ID
and random number received from neighbor A , it continually
meets the other nodes and finally the record of A is removed
due to its limited memory. After that, if B meets A , although
it already met A with the same ID as A , B recognizes
A as a new node. That is, B does not recognize A as a
clone. This progress results in increasing false negative errors.
Overall as indicated in Figs. 3 and 6, we can observe that the
false negative errors of XED and Ho’s scheme have a strong
negative impact on their clone detection ratios.
3) SDRW Versus SDGW: Fig. 4 shows the simulation
results to compare the random uniform deployment schemes
(LSM [1] and RM [1]) and the grid deployment schemes
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Fig. 5.

IEEE SYSTEMS JOURNAL, VOL. 7, NO. 1, MARCH 2013

Comparison of energy consumption between types SDGW and SDGL, where two values in parentheses imply Pd and Td , respectively.

(SDC [10] and P-MPC [10]), to conduct distributed and whole
network detection in static WSNs.
Amongst the four schemes shown in Fig. 4, RM is inefficient
in terms of energy cost, while LSM and SDC are similarly
efficient. The energy cost of P-MPC, which resides between
those aforementioned schemes, is notable since SDC does not
consider security functions.
Zhu et al. [10] claimed that SDC produces a higher clone
detection ratio and lower communication cost than LSM on
irregular network topologies with variant shapes such as H,
S, and Cross. In our simulation experiments using the grid
deployment, however, there is no big difference between SDC
and LSM. If SDC had been designed to make a full use of
grid deployment, then it could have been better than LSM. The
way to make a full use of grid deployment will be introduced
in Section IV-B4.
4) SDGW Versus SDGL: Fig. 5 illustrates the simulation
results for comparing the whole detection (SDC [10] and
P-MPC [10]) and the local detection (LCA [11] and MGA
[11]) within the scope of distributed detection in a static WSN,
which was constructed by grid deployment.
Since P-MPC and MGA were designed to be resistant
against aggressive adversary, the energy consumption of the
two schemes is conspicuously higher than those of SDC and
LCA. Unlike SDC and P-MPC, LCA and MGA can make
a full use of grid deployment by conducting local detection,
allowing LCA and MGA to detect clones more economically
and faster than SDC and P-MPC.
V. Discussions
We have simulated several representative clone detection
schemes and evaluated them with the following performance
metrics, i.e., total consumed energy, clone detection ratio,
completion time, false positive error, and false negative error.
In this section, we will briefly discuss how to design effective
clone detection schemes in static and mobile WSNs.
As mentioned in [1], the centralized approaches may create
a single-point of failure. Compromising the central node or

an associated communication channel will significantly degrade the whole network performance. Furthermore, the sensor
nodes closest to the central node may have more routing loads
than the others, and thus they would be more appealing to an
adversary. In many cases, a distributed and balanced detection
scheme is more desirable.
From Figs. 2, 4, and 5, we can know that a local network
detection scheme, LCA, is the most effective clone detection
scheme amongst the all existing distributed schemes for static
WSNs. Even with an aggressive adversary, MGA conducting
the local network detection is more energy-efficient than
P-MPC in a large-scale network.
To design a local network detection scheme, however, there
are two essential requirements. The first requirement is the
grid deployment. When numerous sensors are deployed, the
grid deployment may be more reasonable than the random
uniform deployment. As it is difficult to deploy numerous
sensors at one time, it is more practical to deploy sensors
at several distinct times. A simple way to deploy a series
of sensors would be to keep the groups of nodes marked
with the group IDs and to use a marked map with the group
IDs on it. The group ID can be a zone ID. All it needs
is a map of the given field and a way to predetermine the
deployment points, such as assigning a point on a grid to
each group. This assertion is considerably supported by the
fact that the grid deployment strategy has been used for
various applications in WSNs, such as key distribution [36],
[37], anomaly detection in localization [38], and public key
authentication [39]. Moreover, some researchers showed that
the grid deployment requires less density of nodes than the
random deployment does, for achieving the same level of
coverage. The second requirement is to verify the zone IDs
received from its neighbors. If the zone IDs are fabricated,
then the local detection schemes will be useless. However,
the zone ID fabrication can be easily prevented by using a
zone-based key scheme, such as the one reported in [40]–
[42], with zone ID as an input. The specific research on zone
ID authentication can be one of the notable challenges in the
clone detection research of WSNs.
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Fig. 6. False positive error and false negative error ratios.

For distributed detection in mobile WSNs, as far as we
know, there is only XED, which experiences performance
degradation due to the restriction of memory in sensor nodes,
as depicted in Figs. 3 and 6. One of the solutions addressing
this problem is that neighboring nodes with which each node
can exchange information are restricted to predefined nodes.
Although this approach may require a longer completion time
than XED, this solution will lessen the sensor’s load and
largely reduce false positive errors and false negative errors.
A study on the clone detection schemes in mobile WSNs is as
important as that in static WSNs. If we are more interested in
studying the clone detection in mobile WSNs, then it will not
be difficult to design more effective clone detection schemes
in mobile WSNs.
The explosive growth of interest and actual deployment of
WSNs will make various applications possible in the near
future, but obviously security concerns still remain. It is
challenging to consider security functions and mechanisms for
WSNs due to the resource constraints of tiny sensor nodes.
Above all, sensor nodes deployed in unattended and hostile
environments are vulnerable to physical capture attacks. After
such a compromise, an adversary could replicate them for
clone attacks. In the case that clones are left undetected,
the adversary will compromise an entire network very easily,
resulting in various kinds of malicious attacks. For example, using clones, an adversary can overhear communications
widely inside networks, and the adversary can corrupt data
aggregation and routing by injecting false data. Thus, clone
detection schemes are necessary for enabling clones to be
detected and removed.
VI. Conclusion
In this paper, we surveyed most existing clone detection
schemes in WSNs, starting with the adversary model and
the classification criteria of clone detection. After that, we
demonstrated our simulation results for the clone detection
schemes representing different classification criteria. Then, we
discussed how to construct the most effective clone detection
scheme in WSNs. Although the discussions on clone detection

schemes certainly need more restriction such as zone-based
network in static WSNs, the results are reasonable and can
guide us to choose proper schemes to achieve considerable
energy savings (e.g., LCA can save energy by up to 94.44%
and 75.55% as compared to RM and LSM in our simulation
results, respectively). Such energy savings are highly desirable
and often required in many ad hoc sensor network applications, such as monitoring emergency disaster notification data.
Unlike static WSNs, in mobile WSNs, there are a few clone
detection schemes that produce high detection errors shown
in our simulation results. The problems can be addressed
by using a more sophisticated approach. The advancement
of sensor hardware is continuously extending the scope of
applications of static WSNs, as well as mobile WSNs, further
strengthening the power of an adversary, which can launch
more powerful attacks using the improved devices. Thus, we
should study various strategies taken by adversaries to find
more effective countermeasures against them. This can be
explored in our future work.
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