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Abstract—In wireless sensor networks (WSNs), key manage-
ment is one of the crucial aspects of security. Although existing
key management schemes are enough to solve most of the security
constraints on WSNs, a random-key predistribution scheme has
recently evolved as an efficient solution for sharing keys between
sensor nodes. Studying the signal ranges of the sensor nodes
might significantly improve the performance of the key-sharing
mechanism, but this possibility remains unexploited and needs
further attention. Hence, in this paper, we propose a new approach
for a probabilistic key predistribution scheme that guarantees a
higher probability of sharing keys between nodes that are within
the signal range than that of other schemes. As a result, the
proposed approach provides adequate security and is expected to
minimize the key ring, reduce the communication overhead, and
provide high connectivity. We also compare our present scheme
with existing algorithms developed for the same purpose and
observe that the proposed scheme performed better, even with
different deployment errors.

Index Terms—Key management, key predistribution, security,
wireless sensor networks (WSNs).

I. INTRODUCTION

ITH major advances in the development of wireless and

microelectronics technologies, it has become possible
to deploy a large set of sensors into a wireless sensor network
(WSN) for large-scale event monitoring, data collection, and
filtering. When sensors are deployed in hostile environments for
a specific application, an adversary may capture sensor nodes
and intercept or control packets. Therefore, security services
are essential to preserving the confidentiality, integrity, and
availability of the transmitted data. However, security in WSNs
is more difficult than that in conventional wired networks due
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to the inherent resource and computing constraints of sensors.
Many well-known securities designed for wired and wireless
networks introduce significant computation and communica-
tion overhead and thus cannot be readily applied to WSNs [1].
Therefore, the design of security schemes for WSNs should
consider factors that are related to energy consumption, com-
putation, and memory resources.

Key management lays the foundation to ensuring the security
of network services and applications in WSNs. The goal of key
management is to establish the required keys between sensor
nodes that exchange data. Due to the constraints of sensor
nodes, symmetric key management systems should be the only
option for WSNs [2]-[6]. According to the underlying network
structure, the key management protocols for the symmetric
cryptography can be divided into two categories: 1) hierarchical
key schemes and 2) distributed key schemes. The hierarchical
key scheme depends on the trusted controller for key assign-
ment and exchange between nodes. This scheme is vulnerable
since compromise of the controller can render the entire net-
work vulnerable. Furthermore, the network may become too
large to be managed by some single entities, thus affecting
scalability. In the distributed key management protocol, the
keys distributed among all sensor nodes minimize the risk of
the trusted entity failures and allow for better scalability. As
keys are assigned to the nodes before deployment, the schemes
are called “key predistribution.”

Recently, numerous reports on the key predistribution
scheme have appeared. A naive solution in each pair of nodes
uses a global master secret key to obtain a new pairwise key.
This scheme is not resilient: If one node is compromised,
then the security of the entire network is compromised. To
avoid this risk, Eschenauer and Gligor (EG) [7] proposed a
basic probabilistic key predistribution scheme where each node
stores a random subset of keys from a large key pool before
deployment. As a result, two nodes have a certain probability
to share at least one key after deployment. Chan et al. [8]
extended this scheme to significantly enhance the security and
resilience of the network by requiring two sensor nodes to share
at least ¢ predistributed keys to establish a pairwise key. Despite
the further improvements suggested by Du ef al. [9] and Liu
and Ning [10], key predistribution for sensor networks is still
not entirely capable of resolving problems and fully protecting
them. The problem existing in key predistribution is the prob-
ability of establishing a common key between communicating
nodes, and the ability to tolerate compromised nodes is highly
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dependent on the memory available on the sensor nodes. In
other words, these schemes still require each node to be as-
signed a large number of keys for a high-performance WSN,
and some solutions for this problem focus on predeployment
knowledge [11]-[20], postdeployment knowledge [11], [21],
the state of the sensors [22], and overlapping key strings [23].
However, these solutions are not quite viable since their key-
sharing mechanism is not enough to be efficient. One of the
most important information is the signal range of the sensor
node that might significantly improve the performance of the
key-sharing mechanism; however, this is not exploited in these
schemes.

From this point, we propose a novel approach for key sharing
in probabilistic key predistribution schemes that takes the signal
range into consideration while deciding on the keys to be
deployed on each node. The scheme guarantees that the nodes
in the signal range will share keys with much higher probability,
compared with other schemes. As a result, the new approach
will help in minimizing the key string and communication
overhead, and providing high connectivity and adequate re-
silience. The remainder of this paper is organized as follows:
In Section II, we review related research work and pinpoint any
drawbacks. The proposed scheme is discussed in Section III,
and its analysis is presented in Section IV. Finally, we present
our conclusions in Section V.

II. RELATED RESEARCH

In this section, previous research reports that are related to
key predistribution in WSN security are reviewed in detail.

EG [7] proposed a key predistribution scheme based on the
concept of probabilistic key sharing among nodes contained in
a random graph. In the key setup phase, a large pool of keys is
generated; each sensor key ring consists of m keys, which are
randomly drawn from the key pool without replacement. In the
shared-key discovery phase, two neighboring nodes exchange
and compare their key rings for matching messages from each
node within its signal range. With the advantage that a random
graph is connected with high probability if the average degree
of its nodes is above a threshold, key establishment only needs
to be probabilistically performed. This is done such that two
neighboring nodes have a certain probability of sharing at
least one key after deployment. An attractive feature of EG
is that each sensor incurs small communication overhead for
key establishment, regardless of the network size. However,
EG suffers from two major problems: First, it requires a high
deployment density to ensure connectivity. If the node density is
nonuniform, performing probabilistic key establishment could
result in an unreachable part. Second, there is a requisite
for high network connectivity when the key rings are big
(e.g., 200 keys for 10000 nodes for a connectivity of 0.33).
This shortcoming seems avoidable for random key predistrib-
ution schemes. In this paper, we propose a new scheme that
uses signal range knowledge to solve the two aforementioned
drawbacks.

To resolve to a high density requirement, Chan et al. pro-
posed a grid-based scheme called PIKE [19], where the keys
are preloaded to the sensor based on the location of each node.
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The core idea is that each sensor shares its key with the other
sensors that are located in the same row or column of the
grid. PIKE offers a better tradeoff between the communication
overhead and the memory cost per sensor node. However,
the disadvantage of PIKE is that each pair of sensor nodes
having common keys is probably not within the signal range
of each other. Therefore, the probability of key sharing is not
really high. In addition, PIKE requires trust from the third
intermediary for key establishment. This involves the security
weakness of the scheme.

Duetal [11],[12],[14], Liu et al. [13], [15], [16], Zhou et al.
[17], and Li et al. [20] utilized deployment knowledge to im-
prove the probability of key sharing and enhance the resistance
to node capture. The division of the nodes into groups depends
on the information about the location. Then, those in the same
group have a high probability of establishing a pairwise key
with its neighbors. This approach substantially increases the
performance of the key management if the deployment error is
small enough. This has attracted more research work in recent
years. There are three major difficulties in these group-based
schemes that we believe the proposed scheme will be able to
resolve.

1) These schemes consider the short peer-to-peer (P2P)
secure communication between the sensor nodes. Thus,
when the signal range increases, they would pay a penalty
for the reduction of the probability of key establishment
or the resilience of the network.

2) As all nodes would be required to be deployed inside
the group area, this can cause implicated hazards of a
localized focused attack on each group.

3) There is a nonuniformity in the probability of the key
establishment. The probability of key sharing between
two nodes in one group (local connectivity) is higher than
that in different groups. This shows that the probability of
the key establishment of the whole network (in terms of
the global connectivity) is not high enough, even with a
superior local connectivity.

There are other techniques for key predistribution schemes
for improving security and performance. Liu et al. [16] used
postdeployment knowledge on memory saving while remaining
highly secure. Anjum [21] deployed anchor nodes to collect lo-
cation information and distribute keys to the sensor nodes. The
major weakness of the scheme using postdeployment knowl-
edge is that it requires computation overhead after deployment,
which should be averted in the sensor environment. Park ef al.
[22] designed state-based key management. To reduce energy
consumption, Lai et al. [23] proposed an overlap key-sharing
scheme (OSK). Zhu et al. [24] combined probabilistic key shar-
ing and threshold secret sharing to prevent collusive attacks.
Younis et al. [1] worked on exclusion basis systems, which
are a combinatorial formulation of group key management
problems. Carman [25] combined the benefits of both identity-
based cryptography and random key predistribution.

A survey of key management in ad hoc networks is given in
[3]. The latest survey of security issues for WSNs is presented
in [2], [4]-[6], and [27]-[30].
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TABLE 1
SYMBOLS
Symbol | Meaning
The neighboring node of node X that is i cells away from the home
X; -
cell of node X
d The average distance between the two closest neighboring nodes
L The length of a cell
r The signal range of a node (or communication range)
B The number of sharing keys between two nodes that are a distance
1 / away
S4B The number of sharing keys between two nodes, 4 and B
m The size of the ring
k The overlap keys
p The key sharing probability of two nodes in the signal range
p’ The key sharing probability of two nodes outside the signal range
S The size of the pool
& Density ratio
o Constant
Denotes the probability that the smallest number of hops that are
Phn) . . .
needed to connect two neighboring nodes is n

III. PROPOSED SCHEME

In this section, we present and discuss the proposed scheme.
Before that, we introduce the symbols and notations that will
be used throughout this paper as follows:

Signal range Area that the radio signal of a node
can cover.

Common keys that are used between
two nodes.

Nodes from which the keys in a
group unit are derived.

Nodes from which the keys in a
group unit are derived.

Keys that a nonkernel node does
not share with a kernel node in a
group unit.

Keys that a nonkernel node shares
with a kernel node in a group unit.
Nodes that are in the cells next to the
home cell of the node.

A combination of a kernel node and
its level-1 neighboring nodes.

Unit deployed in a corresponding
group unit.

Location where a node is predicted
to be placed.

Location where a node is deployed.
Difference between the expected lo-
cation and the deployment location.
Set of all the keys that are assigned
to the sensor in that group.

Set of the keys of the possible sen-
sors in the signal range of one spe-
cific group (see Table I).

Sharing keys
Kernel nodes
Non-kernel nodes

Non-share part

Share part

Level-1 neighboring
nodes of a node

Group unit

Deployment unit

Expected location

Deployment location
Deployment error

Key space of a group

Key space pool
(shortened key space)

A. Model Outline

1) Network Model: We assume that a large number of
resource-limited sensor nodes are randomly scattered around an

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 58, NO. 5, JUNE 2009

ﬂay authority { Key pool J \

m keys —
k keys
s £ ®
Neighbor Neighbor
_——) .G EE—
nodes: B, C, nodes: G,
D, E H, I, A
©
)
\ ® /

Fig. 1. Key-sharing mechanism.

adversarial area. Examples of such networks can be military or
environmental applications in which a large number of sensors
are dropped from an airplane to an adversarial or hazardous
environment.

There is no trusted infrastructure in the deployment area,
and sensor nodes have identical processing, storage, battery
life, and communication resources. Once deployed, each sensor
node receives/transmits messages from/to another sensor node
if the former is located within the signal range of the latter
node. The signal coverage area (signal range) for each sensor is
assumed to be a circle that is centered at its deployment location
with radius r. Two sensor nodes are “neighbors” if they are
physically located within each other’s signal range. It may be
possible for a sensor to have a long transmission. Sensor nodes
communicate with each other to exchange application data at
the data layer and routing information at the control layer.

In random key predistribution schemes, any of the two nodes
in the sensor network has the same probability of shared keys.
However, if two nodes cannot communicate with each other,
it is unnecessary to store common keys. Correspondingly, the
probability should be different, depending on the signal range
of the node.

We outline the key-sharing mechanism shown in Fig. 1.

1) A pool of S random keys is generated.

2) An initial sensor node A randomly draws m distinct keys
from the pool to create a key ring of A.

3) If B is a neighboring node of A and it meets some of
the requirements of each specific scheme (e.g., B is the
closest neighboring node of A), then B randomly selects
k keys from the m keys of A and m — k keys from the
key pool for the key ring.

4) Repeat step 3 for each other node in the WSN.

When the two closest neighboring nodes share k keys, we have
sr =m — |r/d] * (m — k). Under ideal conditions, if 3(m, k)
and s, =m — |r/d] * (m —k) > a, then p=1, and p' = 0.
The result is that the key-sharing probability of two nodes in
the signal range is higher than that of two nodes outside the
signal range (see Fig. 2).
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Fig. 2. Relation between the key-sharing probability and the signal range.
B. Scheme Architecture

The scheme architecture shown in Fig. 3 includes four
phases.

1) The key predistribution and node deployment phases are
the two major phases in the proposed scheme and are
presented in Sections III-B1 and C, respectively.

2) Shared-key discovery phase: After deployment, each
node needs to discover if it shares any keys with its
neighbors that are in the wireless communication range.
Among the many ways to do this, that proposed in [25]
is given as follows: First, the sending node broadcasts
a message that contains its identifier. Subsequently, the
receiving node uses a function to derive the key identi-
fiers and then compares them with its key ring for the
common keys. The common keys will be used to find
both the authentication and encryption keys. The neigh-
boring node uses these keys to secure the communication
channel between itself and the broadcasting node. This
approach establishes pairwise keys with virtually no extra
communications and provides a tradeoff between security
and node memory.

3) Path-key establishment phase: Two nodes in the signal
range of each other may not find any common keys
between them. In that case, they need to find a secure way
to agree upon a common key. Therefore, the intermediary
nodes are used to forward the message between the two
terminal nodes.

1) Key Predistribution Phase: The key predistribution
phase is conducted offline in the setup server before the sensors
are deployed and includes four strategies, as shown in Fig. 4

¢ Node-location determination: The setup server establishes
a grid of sensor nodes on the target field.

* Fundamental key network setup: A virtual key network
based on the key-sharing mechanism that was mentioned
in Section III-B is generated.

* Mask establishment: The mask covers the key ring of the
node to increase the security of the network.

* Key assignment: The setup server loads the keys to the
Sensor.
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Node-Location Determination: A grid of the target field
is used to predetermine the possible deployment positions of
nodes or groups of nodes. There are various kinds of grids, such
as square, hexagonal, and polygonal grids. In this scheme, we
use a square grid; others can be handled in a similar manner.
The setup server partitions the target field into C' columns and
R rows. Each cell of the grid is denoted by coordinate (i¢,iR)
and may be assigned some virtual nodes. The virtual nodes are
representatives of the nodes in the key distribution process at
the setup server. The key network on the virtual nodes makes a
key map that can be used for adding a new node afterward.

Fundamental Key Network Setup: In this section, we pro-
pose a key-sharing algorithm for virtual nodes in the network
shown in Fig. 5.

1) A pool of S random keys is generated.

2) An initial virtual sensor node A randomly draws m
distinct keys from the pool to create a key ring of A. The
coordinate of the home cell of A is (i¢,iRr).

3) Begin loop 1.

a) For each node that is in the cells next to the home cell
of A, the setup server selects k keys from A and the
other (m — k) keys from the key pool that is assigned
to the node.

b) For each node B that is three cells away from the
home cell of A, the setup server selects k keys from
A and the other (m — k) keys from the key pool that
is assigned to B.

c) A« B.

4) End loop 1 if (i,ig) = finish, with i =1,...,C, and
(ic,j) = finish, with j = 1,... R.

5) Begin loop 2 (partitioned area 1: coordinate (i, j), with
i=ic+2,....,Candj=ig+2,...,R).

a) For each node X that has home cell coordinate (i +
3,ir + 3), the setup server withdraws (2k — m) com-
mon keys between the two nodes that have a home cell
at (ic + 3,4g) and (i¢,ig + 3) to assign to X . To get
the m keys of X, the setup server takes (m — k) keys
from the node at (ic + 3,ig) and (m — k) keys from
the node at (ic,ig + 3).

b) For each node that is in the cells next to the home cell
of X, the setup server selects k keys from A and the
other (m — k) keys from the key pool that is assigned
to the node.

¢) (ic+3,ir+3) « (ic +6,ir+3) or
iR+ 6)

6) End loop 2 if partitioned areal = finish.

7) Loops 3-5 are similar to the other areas.

(ic + 3,

At the beginning of the algorithm, the key pool is initialized. A
virtual initial node is randomly chosen; its key ring is created
by randomly selecting m keys from the key pool. The key rings
of its level-1 neighboring nodes are composed of k keys that
are randomly drawn from the initial node and m — k keys that
are drawn from the key pool. The initial node and its level-1
neighboring nodes make a group unit, in which the initial
node is a kernel node and its level-1 neighboring nodes are
the nonkernel nodes. The kernel and nonkernel nodes are both
sensor nodes; they do not require any kind of custom design.
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@ Node 4. Key assignment is formed, which has coordinate (i¢,ip) at the center. In the
cross, any two successive kernel nodes share k keys; the kernel
node and any nonkernel node in a group unit share k keys; two

Fig. 4. Key predistribution phase architecture.

The only difference is that the keys of a nonkernel node are
derived partly from the kernel node in a group unit. After one
loop, the key assignment for a group unit is completed. To build
the key rings for another group unit, the setup server creates a
new kernel by choosing k keys from its nearest existing kernel
node and m — k keys from the key pool for each key ring. The

of any nonkernel nodes in a group unit share 2 k — m keys; and
two of any nonkernel nodes in two successive group units share
3 k — 2m keys.

The cross divides the target field into four similar areas. Here,
we explain in detail the top—left area of Fig. 5, and the other
areas can be handled in a similar manner. The key ring of the
new kernel node is the combination of the sharing keys between
the next node and below the node with some random keys. In
this mechanism, the new kernel node shares k keys with its



NGUYEN et al.: EFFICIENT SIGNAL-RANGE-BASED PROBABILISTIC KEY PREDISTRIBUTION SCHEME IN WSN

successive kernel nodes in the rows or columns and 2 k£ —m
keys with its successive kernel nodes in the diagonals.

We use the inductive method to find out the formulation for
the relation between the number of sharing keys and the signal
range of the node. In the algorithm, the number of sharing
keys between two nodes is calculated through the kernel nodes,
so that the number of sharing keys can be found based on
the number of kernel nodes between them. In addition, if two
neighboring nodes share k keys, it means that the two nodes do
not share m — k keys.

Case 1—Along the Horizontal or Vertical:

1) If A and B are two nonkernel nodes in any group
units, then the number of kernel nodes between them
isc. Wehave syp=m—(m—k)— (c—1)(m—k) —
(m—k)=(c+1)k—ocm.

2) If A and B are any two nodes, then we have sap =
m—a(m—k)—(c—1)(m—k)—bm—k)=(c+a+
b—1)k — (c+a+b—2)m, where (a,b=0) if A and
B are the kernel nodes and (a,b = 1) in other cases.

Case 2—Along the Diagonal, Two Successive Kernel Nodes

Share 2 k — m Keys:

1) If A and B are two nonkernel nodes in any group units,
then the number of kernel nodes between them is c.
We have sap=m—(m—k)—2(c—1)(m—k)—
(m—k)=(2h+ 1)k —2cm.

2) If A and B are any two nodes, then we have sap = m —
a(m—k)—2(c—1)(m—k)—bm—k)=(2c+a +
b—2)k — (2¢+ a+ b — 3)m, where (a,b = 0) if A and
B are the kernel nodes and (a, b = 1) in other cases.

We calculate ¢ in the worst case, and any results from this
calculation can also be appropriately applied in other cases.
The worst case is when two nonkernel nodes in the diagonal
communicate with each other. As previously mentioned, we
have syp = (2c+a+b—2)k — (2¢+a+ b — 3)m, and the
number of kernel nodes n. increases by one for every three
nodes. Thus, ¢ = [n.]/3+ 1, and n. = [r]/L\/2, with the
square grid. Finally, we have

(el

So far, we have built a virtual key network and presented the
calculations of the number of sharing keys. In the next section,
we will establish a mask for the key network.

Mask Establishment: The key rings of the nodes in the
virtual network are partly interdependent. To reduce the inter-
dependence, the mask algorithm is proposed.

1) For each of the kernel nodes, the setup server ran-
domly replaces «/3 keys with «/3 keys drawn from the
key pool.

2) Begin loop.

a) For each nonkernel node in a group unit, the setup
server collects (m — k) keys that do not appear in the
key ring of the kernel node. For all of the nonkernel
nodes, we have 8L%¢ * (m — k) keys, from which the
setup server randomly selects 4L%¢ * (m — k) keys to
build the group key pool.
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Fig. 6. Mask prevention attacks.

b) For each nonkernel node in a group unit, the setup
server replaces the nonshare keys with the (m — k)
keys that are chosen from the group key pool and
replaces «/3 keys from the sharing keys with «/3
keys from the group key pool.

¢) Proceed to the next kernel node.

3) End loop if network = finish.

The idea of the algorithm is to add the random factor in the
key-assignment process. First, for each kernel node, a number
of keys are randomly replaced. Because the ordinary key rings
have been changed, an adversary cannot guess which keys
are used to make the new kernel node (see Fig. 6). Next, we
equalize the appearance frequencies of nodes to counteract the
attack, so that the adversaries do not know the key rings of the
kernel node, even if they attack all of the nonkernel nodes in
that group unit. With the mask algorithm, we have

()
()t e

Key Assignment: The sensor nodes are grouped into deploy-
ment units. Each deployment unit has an identifier that defines

its expected location. Based on these identifiers, keys from
virtual nodes are loaded to the sensor node’s memory.

C. Deployment Phase

Based on the identifier, the deployment unit is prearranged in
a sequence so that it can be deployed at the expected location
by deployment vehicles. To verify that s, in (1) is always
satisfied if a node is deployed at any position in the expected
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area of its group unit, we only need to keep the units within
a certain distance from their target location, instead of the
nodes.

In summary, we have presented the details of our proposed
scheme from key distribution on a virtual network structure to
node deployment. In the next section, the analysis demonstrates
the effectiveness of our method.

IV. ANALYSIS

In this section, we analyze our proposed scheme in detail.
For analysis, we compare the simulation results with those in
[8], [9], [11], [14]-[16], and [22]. We focus on the evaluation
of four important criteria for WSNs.

1) Connectivity: The connectivity of a network is the prob-
ability of any two neighboring nodes sharing at least
one key. As the target of the scheme, the key-sharing
probability is increased to a much higher level than that
in other schemes.

2) Memory usage: Memory usage is determined by the
number of keys that are needed for each node to encrypt
and decrypt. In the proposed scheme, it is the key ring
concept. By reducing the key ring size, we definitely
reduce the memory requirement for key storage, and
this is naturally one of the most important factors in
sensor networks. Compared with the previous schemes,
the proposed scheme requires much less memory space.
Communication overhead: The key-sharing probability is
smaller than 1.0; therefore, when the two neighboring
nodes are not directly connected, they should find a route
to connect to each other. We need to determine the num-
ber of hops that are required for this route. The highest
number of hops in the network is the communication
overhead of the whole network.

Security analysis: We evaluate the scheme in terms of the

resilience against node capture. We assume that, when

an adversary attacks a sensor, he can read the secret
information from the memory. We need to calculate the
fraction of additional communication (e.g., communica-
tion among uncaptured nodes) that is compromised when
2 nodes are captured.

3)

4)

A. Connectivity

We assume that the probability of any two neighboring nodes
sharing at least one key is 1.0. However, after the deployment,
there is a deployment error between the expected location and
the deployment location. This probability will be smaller than
1.0. Let A be the probabilistic event that the two sensor nodes
can directly communicate and B be the probabilistic event
that two sensor nodes share at least one common key. Hence,
we have

Pr(BNA)

p="Pr(B|A) = Pr(4)

3)

We denote e to be the maximum deployment error between
the two group units. The probability density function f for a
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node u with expected location (L, L,) can be expressed by
the function given by

< ”(LwaLy)v(xay)H <e

71'62 )
otherwise

5 “

sz»Ly (x,y) = {

where ||.|| denotes the distance between two locations.

We use w and u to present the deployment and expected
locations of node wu, respectively. The probability that two
sensor nodes u and v are neighbors can be calculated using

Pr ([la, o] < rla,v)

= /// Ja(xr,y1) fo (w2, y2)drrdyidaadys.  (5)

l[&, 0l <r

Assume that these two sensor nodes u and v are expected to be
deployed in group units G, ;,, and G, ; ., respectively, where
(ic,ir) is the coordinate of the center cell. Because e is the
maximum deployment error of a group unit, the probability that
u and v is in each other’s signal range (given that u is expected
to be deployed at location w and U is expected to be deployed in

group unit G, ;) can be calculated using

Pr(||a, of| < rla, Gje jp)

// Pr (|, o <r|u (@9)) ;. dy. (6)

Gic.in

Thus, given v and v’s group units G, ;, and Gj j,, the

probability of nodes w and v being able to directly communicate
with each other can be estimated using

Pr (||u, UH < T|ﬁ7 GiC7iR7 jS,jR)

// Pr ([, of

7'C’ iR

< 7‘|u GJCa]R)
me?2

dxdy. (7)

Consider a pair of sensor nodes u and v, as shown in Fig. 7.
When the signal range of a node is r, the number of sharing
keys between u and v in the worst case is s,.. If we keep s,
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and make the signal range of the node infinite, then the node
can share s, keys with the nodes at the sharing key limitation.
When a node has a maximum deployment error e, the node may
be deployed in the e-radius circle and will communicate with
the node in the e + r-radius circle called the communication
circle. It is easy to find that ||w, 7| > 7 and Pr(||u, 0| < r) > 0.
The communication circles of node v intersect deployment e of
node v. The overlap is the area in which node v can commu-
nicate with node u when v € [0, e]. Approximately, this area is
given by
r+j
(12 + h? — 5?)

2lh at ®)

Area = 2lacr cos

h—j

where h = ||, 0|, and j € [0, ¢].
The probability that v and v can communicate with each
other is given by

Pr (i, o] <7|G Gic.in)
Pr([la, || < 7|, Gic jn)
:// 5 IR drdy

ic,iR)

e
Gig,ig
11 i (12 + K2 —5?) 2vj
+n" =7 I
= —- 21 —dl | —
e FEEE ek XC
—j

where v = arccos((j2 + h? — [?)/2jh).
Therefore, the average number of sensor nodes with which u
can directly communicate can be estimated using

Pr(A) = Z Pr(llu, o] < 7|Gicin, Gjc.ir) - (10)
VGjC’jR
Let S;. i, denote the sharing key limitation area; then, the

average number of neighboring sensor nodes that can directly
establish a common key with u can be estimated using

2.

es

Pr(AnB) =
G

Pr (HU7U” < T|GicyiRﬂ GjCJR) :

Jic iR iCcHiR

1D
Hence, the probability of directly establishing a common key
between u and a neighboring node of u can be estimated using

EGijjR
v

We compare our results with the random pairwise key scheme
[8], closest pairwise key scheme (CPKS) [16], and closest
polynomial predistribution scheme (CPPS) [16]. Fig. 8 shows
that the proposed scheme substantially improves connectivity.
The connectivity of the proposed scheme is not only higher
than the random pairwise key scheme but also better than
the improved schemes, i.e., CPKS and CPPS. For example,
with the same setup, when the maximum deployment error
gradually increases, the connectivity of the random pairwise
key scheme remains 0.35, whereas the connectivity rapidly
decreases from 1.0 to 0.35 in CPKS and CPPS, which uses

Pl <G
iCHiR
PI"(HH,’(')H < T|Gic,iR’jS7jR)

es icvins Gic.in)

p= 12)

JCIR
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Fig. 8. Connectivity comparison between the proposed scheme and other
schemes when e changes from 0 to 20 (L = 1,r = 4).
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Fig. 9. Connectivity of the proposed scheme with different e’s and r’s (L =
3.33,r = 55).

deployment knowledge. By combining the signal range and
predeployment knowledge, the connectivity of the proposed
scheme is always 1. In the proposed scheme, the connectivity
decreases when the deployment error is large (such as in an
airplane deployment).

Fig. 9 shows the connectivity for different signal ranges r
and maximum deployment errors e. The connectivity begins to
decrease when the maximum deployment error e is equal to
30, and when e = 50, the connectivity is 0.995 (r = 55). In
general, the proposed scheme keeps a stable probability as the
deployment e changes.

B. Memory Usage

As shown in (2), we have

()
G -9
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Fig. 11. Relation between the signal range and the key rings.

If (a/3) =1, then the two farthest neighboring nodes share
one key together. Parameters k, m, and « depend on r. The
relationship between k, m, and « is given by

S, >a>3

m >k

{W*9€L2}z%io.5’ Bell, ..., 9L%].
(13)

The third relationship is for preventing statistical attacks on a
group unit. In general, m, k, and « do not affect the connectivity
of a network; however, if « is large, then the connectivity may
increase.

Fig. 10 shows that, compared with other schemes, the pro-
posed scheme requires a smaller number of keys for each
sensor. When r = 40, the proposed scheme needs only 88 keys
for good connectivity, whereas the work of Park er al. [22]
requires 140 keys, and that of Du ef al. [11] requires 200 keys.

Fig. 11 shows changes in m, k, and o when the signal range
changes from 10 to 100. When the signal range changes, the
scheme requires a number of keys ranging from only 86 to 99.
This characteristic makes it suitable for applications that require
a long P2P distance.
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Fig. 12.  Multihop communication.

C. Communication Overhead

We use ph(n) to denote the probability that the smallest num-
ber of hops that are needed to connect two neighboring nodes
is n. Obviously, ph(1) is the probability that the neighboring
nodes are directly connected and is equal to p.

We define the communication limitation as the area in which
node v (with deployment error) has the ability to communicate
with node u. From (4), the radius of the communication lim-
itation is equal to 2e + r. Fig. 12 shows that, although u and
v do not share any keys and have deployment errors, they can
communicate.

Under this condition, node u needs to find an intermediary
node z in the signal range of v and v. If node v is deployed in
the area between a one-hop key-sharing limitation and a com-
munication limitation, then it will communicate with u in two
hops. If v is deployed in the area between a two-hop key-sharing
limitation and a communication limitation, it will communicate
with u in three hops. The three-hop communication happens in
the situation that is expressed by the inequality given by

26+r>2\/§<{r+3D*L. (14)

LV?2

The formulation for three-hop communication is approxi-
mately calculated using

ne) - (EY AN Ve e
b 2 w(r + 2e)?

where n = 6[2[(1/3)(r/L\/2) + 3] — 2] denotes a two-hop
sharing key limitation, A; ;1 + A; + 3% L, and Ay = L.
ph(3) is small, with a value of 1.118 * 10~¢ when e = 100.
From this result, we have
ph(2) = 1= ph(1) - ph(3). (16)
As shown in Fig. 13, when the signal range of a node increases,
three-hop communication decreases, because the deployment
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Fig. 13. Relationship between three-hop communication and e, r, and L.
Otherwise, if every sensor node is guaranteed to be deployed within 100 and
L = 15, then the scheme does not have three-hop communication.
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Fig. 14. Probability of three hops.

error should be larger than a threshold (e.g., if r = 50 and L =
10, e > 78).

From (16), we have the probability of three hops shown in
Fig. 14. The probability of three hops is small, ranging from
1.107 to 12.10~7 when e changes from 40 to 100.

The analytical result is shown in Fig. 15. When e changes
from 10 to 100, the sum of ph(1) and ph(2) is near the value of
1, which means that most of the key setups can be conducted
within two hops. Compared with the scheme in [11], when
r = 50, ph(1) = 0.35, and the sum of ph(1) and ph(2) = 0.52,
the overhead communication is bounded by three hops. From
this comparison, the proposed scheme shows an improvement
in reducing multihop communication.

D. Security Analysis

In a hostile environment, an adversary can carry out phys-
ical attacks on the deployed sensor nodes and read the secret
information from their memories. Assuming that secrets stored
in a sensor node will be disclosed to the adversary once it is
compromised, we need to analyze the impact of the captured
sensor nodes on the rest of the network. Three kinds of attacks
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that can compromise the sensor nodes in key predistribution
schemes are possible: 1) the localized capture attack; 2) the
random capture attack; and 3) the seed-cover attack.

1) Localized capture attack targets the sensor nodes in a
particular area and attacks the direct link between any two
uncaptured nodes.

2) Random capture attack is assumed when the adversary
captures x nodes at random to retrieve information about
the key ring, so that they can break the key pool of the
whole network.

3) Seed-cover attack is based on the assumption that the
adversary is able to capture the nodes and use the infor-
mation from the previous captured nodes to attack new
nodes, with the maximum number of uncaptured nodes.

1) Localized Capture Attacks: In general, the keys are not
uniformly distributed among sensor nodes throughout the entire
area, so the adversary may have a concentration in a local area
to achieve higher probability of compromising the nodes around
a specified location. The attack model is shown in Fig. 16. The
adversary is assumed to know the key distribution mechanism
that is deployed in the network. If the attacker finds that two
nodes are in the signal range of each other, it means they may
have a higher probability to share common keys. It also means
that any two nodes far away from each other and more than
signal range R should be in two different key spaces. The radius
of the attack area is Rpa. G1, G2, ..., G9 are the nine groups
with distinct key spaces. The shadow cells are the neighbor
groups that partly share their group key space with G5.

In localized capture attack, the adversaries can attempt two
types of attack.

1) Attack-oriented key space of one group: They attack to
break the key space of one group and then compromise
the remaining nodes of that group. The adversary at-
tempts this kind of attack, because the threshold to break
one group unit is small. If the deployment error is small,
they might have more chances to break the key space
of that group and compromise the direct links of some
specific nodes.
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Fig. 16. General model for localized capture attack. The attack circle with
radius Ry, is defined as the attack area. The adversary picks x nodes from this
area to compromise the rest.

2) Attack-oriented shared-key spaces of groups: They invest
their efforts to attack a larger area, with the hope that
they can break more shared-key space groups and then
increase the number of nodes to compromise the direct
link between them.

Before we carry out the analysis for each attack, equations are
deployed to evaluate the effect of the attacks. These equations
are used to evaluate the security of key-predistribution schemes
[61-17].

Let S; be the event that space S; is broken, where i =, ..., w,
w is the number of key spaces in the attack area, and C, is
the event that x nodes are compromised in the attack area. As
presented in [9], the probability that at least one space is broken
is given as follows:

P(at least one space is broken|C,,)

=P (S, USU,...,5,|Cp) Z (S;]Cy) (17

where S; U S; is the event that either space .5; or space S}, or
both, is broken.

As shown in the analysis of the seed-cover attack shown in
Section IV-D, the probabilities of broken key spaces S; and S
are equal. Therefore, we can now change (17) to the following:

P(at least one space is broken|C,,)

<Y P(Si|Ca) < wP(S5]Cy). (18)

=1

The probability that j nodes of these x nodes have the
key space of G5 after x nodes are compromised is equal to
C1607(1 — 0)® 7, where 0 is the probability that each compro-
mised node carries information about Ss.

Finally, we have

P(at least one space is broken|C,,) < wP(S5|C’x)

w0yt

Jj= )\+1

67(1—0)"7. (19)

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 58, NO. 5, JUNE 2009

In addition, the probability that a direct key is compromised is
given as follows:

P(a direct link is compromised|C,,)

=wP(K € 55).P(S5|Cy)

x

P(K € S5) Y

J=A+1

I(1—-60)"7 (20

iz —j)!

where P(K € Ss) is the probability that the secret key K of
that link is derived from Ss.

Key Space Attack of One Group: In this kind of attack, the
adversary compromises some nodes in one group to break the
group’s key space. Since the adversary finds that all the nodes in
one group are in the area with radius e after being deployed, he
tries to attack that area to increase the probability of breaking
the key space (Rpa = €). In addition, the number of nodes in
G5 is ng = 9¢L?, and space S can be broken after at least
A+ 1 nodes are compromised (A = Ag); then, the probability
that the key space of G5 is broken is equal to

ng

>

J=A+1

m (o)

P(S5|C) = m

2L

As the adversary focuses his attack on the nodes of S, then

9¢L? 912
=R, T AR (22)

ETIL A T

Thus, we have
<l 9L2 \’ 9L2 \"
PSsIC) = S 2 ( ) (1_ ) |
j;_l gz — ) \7R2 TR? .

(23)

In addition, the probability of a direct key being compromised
between two nodes in G5 is given as follows:

P(a direct link is compromised|C,;)

=P(KeS) Y —— ,|<

S e =)t

9L2 \’ 9L2 \"7
1—
WR%A) ( WR%A)

(24)

where P(K € S5) < ((ng — (A+1))/(emRE 5 — x))2.

The simulation in Fig. 17 shows that the probability of a
direct link being compromised in the proposed scheme is lower.
To compromise the direct link in that group, the adversary
needs to compromise up to 700 nodes in the proposed scheme,
whereas, in the Du—Deng—Han—Varshney (DDHV) scheme [9],
300 nodes need to be compromised. Thus, although the adver-
sary can easily break a key space, it is difficult to exploit any
useful information from this attack.

Fig. 18 shows the resilience of the scheme versus the attack
radius. The resilience is defined as the minimum number of



NGUYEN et al.: EFFICIENT SIGNAL-RANGE-BASED PROBABILISTIC KEY PREDISTRIBUTION SCHEME IN WSN

1 ! T
09r---- SRR FURORN ISUSRROS IS
08r -
0.7+

05k o s o] e | SR o

04r

DDHV scheme
=g Our Scheme 1

03~

02

Probability of a direct link being compromised

01+

o4 i - o] i i i i i
0 100 200 300 400 500 600 700 800
Number of Compromised nodes
Fig. 17. Probability of a direct link being compromised by the adversary when

the adversary has captured x nodes in the attack-oriented key space of one
group (p = 0.5).

2000 ! ! ! ! ) !

—8— DDHV-D scheme |- -+-i-------- 1o o

m—je Qur Scheme : : : .
1600. ........ ........

1800 --

o — JORNO SRS S S N 2 -

P FRRUORE SRS U SRS S S

1000t o A

Resilience

800 - . ........ ‘. , ,,4 .........

BOO[ - ovionnee

400f oo ¢

200} - B i ......... ......... —

0 i i i i i i
100 150 200 250 300 350 400 450 500
Attack Radius R¢

Fig. 18. Resilience versus attack radius Rpa when the fraction of the
compromised link is 10% (p = 0.5).

nodes that need to be compromised if he wants to compromise
F' percent of communication links from the uncaptured nodes
of the target group. With the same F' = 10%, the resilience of
our proposed scheme is better than that found in [14]. When
Rr.a = 300, the adversary is capable to attack up to 700 nodes,
leading to 10% percent of the communication links between the
remaining nodes to be compromised, whereas, in our proposed
scheme, he needs to attack up to 900 nodes.

Shared-Key Space Attack of Groups: The adversary could
realize that the oriented attack to one group does not lead to
a high probability of compromising the communication links,
particularly when the deployment error is large. Thus, he fo-
cuses his efforts on attacking the shared-key space groups. As
previously mentioned, the adversary assumes each key space
pool to include all the nodes in the signal range of a chosen
group, e.g., group 5 and its shared-key space groups belong to
key space (pool) Ss.
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The number of shared-key space groups in the signal
range of a specific group is equal to Y ;< 4, where ng, =
2[(1/3)(r/L\/2) + 3] — 2 is derived from (1).

As the deployment error exists, the number of key spaces of
all the nodes deployed in this area is equal to

_ w(Rpa +e)?
Nskg :
9L2 > i

i=1

(25)

Each node carries information from one, two, and four key
spaces. This distribution is almost equal. Thus, on average, 7 =
2, and we have

Tskg
18L2 > i

i=1

= —=—"_.
m(Rpa + €)?

(26)

S

Assuming that the key space pool is large enough, the proba-
bility of at least one key space (pool) being broken is given as
follows:

P(at least one space is broken|C,,) < wP(S5|C;)

Nskg J
2l 18L2% Y i
i=1
=w
j ;1 (@ =)' | 7(Bra +e)?
Nskg ]
18L% Y i
x[1—- ——=t 27
m(Rra + €)? @7

where A = A\g * 9L? ZnSkg 1 is the threshold for the key space
(pool) of group 5 being broken.

Moreover, each node is randomly chosen; thus, its key be-
longing to one key space (pool) is equally probable. Therefore,
the probability that the broken key rings belong to S5 is

1

P(K € S5) = — (28)

The probability of a direct link being compromised is given as
follows:

P(a direct link is compromised|C,,)

=wP(K € S5).P(S5|C,)
1
= wEP(S5|Cx)
= P(S55|Cy)
QnSkg J
z 18L
i jiz =) | m(Rua +e)
Tiskg z—j
1812 %
x |1 =1 29
(Rpa +¢€) 29
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The simulation in Fig. 19 shows that the probability of at
least one key space being broken is substantially lower than
that in DDHV [9] for this kind of attack. The adversary needs
to attack at least 1100 nodes to break at least one key space,
whereas, in DDHYV, he only needs to attack 300 nodes. We
also find an interesting point in which the adversary desires
to increase the number of compromised nodes by increasing
the attack area, which unexpectedly reduces the probability of
breaking the key spaces.

Fig. 20 shows that the proposed scheme gets better resilience
than those in [7], [9], [14], and [16]. With the same probability
of the direct link being compromised equal to 0.5, in the
proposed scheme, the adversary needs to compromise nearly
1150 nodes; in the Du-Deng-Han—Varshney-D (DDHV-D)
scheme [14], he only needs to compromise 700 nodes; and in
DDHYV [9], CPS [16], and EG [7], this ratio is even lower, i.e.,
355, 250, and 200, respectively.
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The simulation in Fig. 21 shows that the proposed scheme
has better resilience versus connectivity than the scheme
in [14]. With the same connectivity of 0.7, in the pro-
posed scheme, the adversary needs to compromise 900 nodes,
whereas in DDHV-D, the adversary needs to compromise more
than 200 nodes.

2) Random Attack: In a random attack, the adversary tries
to attack the sensor network by randomly compromising the
nodes on the whole network. We consider that a fraction of
communication may be compromised based on the revealed
keys from the key pool.

We apply the identical method used in [11]; the estimation of
the expected fraction of the total keys being compromised Fx

is calculated using
ﬂl@?).

Comparisons with existing key predistribution schemes are
shown in Fig. 22. The plots show that the proposed scheme
substantially lowers the fraction of compromised communi-
cation after the nodes are compromised. When |S| = 100 000
and p = 0.99988 with DDHV-D [14], an adversary needs to
compromise 1000 nodes to compromise 65% of the rest of the
secure links, whereas, in the proposed scheme, an adversary
needs to compromise 1250 nodes. In EG [7], even with p = 0.5,
the adversary only needs to attack 500 nodes to compromise
the same number of secure links. Therefore, we achieve better
resilience by reducing the number of unnecessary keys that are
carried by each sensor.

3) Seed-Cover Attack: This kind of attack is based on the
assumption that an adversary may use the information from the
previous captured nodes to attack the new nodes to compromise
the uncaptured nodes with high probability. This attack is
shown in Fig. 23.

Assume that the adversary would exploit the key space of
group C by attacking groups A and B based on statistics. In

(30)
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Fig. 23. Model of the seed-cover attack.

the schemes presented in [14], [15], and [17], the deployment
location of groups A and B can easily be defined after deploy-
ment through their cells; as a result, the key space of group C is
easily exploited. However, in the proposed scheme, it requires
knowing the key space in C to attack all nodes; therefore, this
kind of attack is referred to as the localized captured attacks,
which have previously been mentioned.

Two aspects of the proposed scheme prevent the effective-
ness of the seed-cover attack.

1) In the proposed scheme, the deployment error becomes
an efficient shield for localization attack. The positive
point is that, unlike the previous schemes (such as the
grid- or group-based schemes), the proposed scheme does
not limit the infeasible requirement that all nodes should
be kept in the cell. This flexible point does not reduce
connectivity and provides good security by preventing
location determination from the adversary. Moreover,
an adversary cannot focus his efforts on attacking the
nodes in a specific area, such as the cell of a group,

Expected location of group A
Expected location of group B

Expected location of group C

Sensor node of group A
Sensor node of group B

Sensor node of group C
Deployment location of group A

Deployment location of group B

OQ cee NN

Deployment location of group C
S (attack target)

» k keys sharing

as in existing key predistribution schemes, because it
cannot determine exactly to which actual group a node
belongs.

In the mask establishment algorithm, the number of shar-
ing keys k is changed to help mitigate the seed-cover
attacks, as mentioned in [26]. Claim: Any shared-key
discovery protocol of a single-key predistribution scheme
such that pairwise keys are determined by the set of
common seeds and each node stores a constant number
of seeds is susceptible to a seed-cover attack.

2)

Our mask establishment algorithm allows sharing keys & to
vary between nodes. For each node, the key distribution center
chooses m — k keys at random from the key pool and then
masks the actual key ring by replacing at random [1,. .., /3]
keys. The sharing key between two nodes in communication
now is [k — 2a/3, k]. The adversary now finds it hard to know
the number of unshared keys and key material information.
Thus, the proposed scheme reduces the effectiveness of the
seed-cover attack.
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V. CONCLUSION

In this paper, we have proposed a novel random key pre-
distribution scheme that exploits deployment knowledge and
the signal range of sensors. We found that the signal ranges
of the sensor nodes can significantly improve the performance
of existing key-sharing mechanisms. With such knowledge,
each node needs to carry fewer keys, compared with previously
developed schemes, and achieve greater connectivity with less
communication overhead and better resilience from diverse at-
tacks. We have also derived many useful mathematical models
for complex wireless network characteristics. The proposed
scheme also provides a new means of establishing long P2P
communication, where an increase in the signal range does
not cause much of an increase in the number of keys for each
sensor. In our future work, we plan to consider other probability
density functions to improve the efficiency and performance of
the proposed scheme. We expect that the proposed scheme will
soon be applied to different shapes of cells during the sensor-
deployment phase.
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