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Abstract Because the sensors of wireless body area networks (WBANs) have limited battery power, many studies
have focused on energy efficient medium access control
(MAC) protocols to extend the lifetime of the sensors. In
addition, WBANs face energy-exhausting attacks, which
force the sensors to consume battery power partially or thoroughly. These attacks occur mainly in the MAC layer and
threaten severely the energy efficiency of MAC protocols in
WBANs. Because the attacks are made abruptly and unexpectedly, the lives of human beings and the quality of health
care services can be threatened. Therefore, the aim of this

study was to identify the major types of energy exhausting
attacks in MAC protocols in WBANs, and show how easily
the attacks can cause energy exhaustion in different MAC
protocols. This survey provides clues for future research into
energy efficient MAC protocols in WBANs.
Keywords Wireless body area networks · Energy efficient
medium Access control protocol · Energy exhausting attacks
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WBANs utilize low-power medical sensors to monitor the
human body constantly [5]. Because of the limited power,
the energy efficiency mechanism is an important issue in
WBANs [8,12,13,39]. The main sources of energy waste
are collisions, idle listening, overhearing and control packet
overhead [42]. Collisions are caused by two or more sensor
nodes that attempt to send data packets to a shared communication channel simultaneously. The receiver then discards
the corrupted data packets, and the sender retransmits the
data packets after certain back-off time. This retransmission
consumes energy. In carrier sense multiple access/collision
avoidance (CSMA/CA) and code division multiple access
(CDMA) protocols, the sensor nodes need to listen to the
communication channel to receive data packets. On the other
hand, sensor nodes are required to keep listening, even though
the communication channel can be idle for a long time. Overhearing is also a source of energy waste. In IEEE 802.11,
every node is needed to listen to all packet transmissions from
the neighboring nodes to perform carrier sensing. Each node
will overhear many packets that are intended to transmit. If
the network traffic load is heavy, overhearing consumes considerable energy. Control packets, such as request to send
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(RTS), clear to send (CTS) and acknowledgment (ACK) also
result in energy wastage.
Considerable research has been conducted on energy efficient MAC protocols to reduce the energy consumption and
extend the lifetime of sensor nodes [1,14,22,24,34,37,40,
43]. Comprehensive summaries of energy efficient MAC
protocols are also provided in [12,13,27,41]. On the other
hand, the energy exhausting attacks compromise the WBANs
severely and reduce or end the lifetime of sensors that lead
to a decrease in the quality of healthcare services, or in
the worst case, threaten human life. This study examined
energy consumption attacks in energy efficient MAC protocols in WBANs. Three major attacks were identified: collision, denial of sleep and selfish. Because collision is the main
source of energy wastage, with the knowledge of MAC protocols, adversary nodes intentionally inject attacking packets
into the WBANs to cause collisions. For a denial of sleep
attack, the adversary node attempts to decrease the lifetime
of the sensor nodes by preventing the sensor nodes from
entering sleep mode. In selfish attacks, adversary nodes take
advantage of MAC protocols to use the resources unfairly.
For each attack type, the attack schemes against energy efficient MAC protocols in WBANs are examined further.
The remainder of this paper is organized as follows. Section 2 summarizes the existing energy efficient MAC protocols in WBANs. Section 3 analyzes the energy exhausting
schemes for each type of attack in detail. The last section
concludes this paper and suggests future work.

2 Energy efficient MAC protocols for WBANs
This section discusses the energy efficient MAC protocols
that are important for WBANs. These protocols are classified
into contention-based (called random access), scheduledbased (called contention free) and hybrid MAC protocols.
Normally, the MAC protocols use sleep and wakeup mechanisms to save energy. In the following sections, sleep and
wakeup mechanisms are first introduced and each type of
MAC protocol is presented with examples.
2.1 Sleep and wakeup mechanisms
Sleep and wakeup mechanisms are used widely in MAC protocols to save energy. MAC protocols have a scheduled listen and sleep cycle for each transmitter and receiver to save
the high-energy resource of sensor nodes, avoid collision,
reduce the idle listening and achieve high throughput. Sleep
and wakeup mechanisms can be classified into synchronous
and asynchronous approaches.
In the synchronous approach, the nodes keep a synchronized time for wake-up schedules with their neighboring
nodes. Energy consumption is reduced by simultaneously
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waking up and listening to the channel, such as the timeoutMAC (T-MAC) [7] protocol. The nodes interchange synchronous RTS–CTS–SYNC packets periodically to synchronize
the wake-up schedule and support both collision avoidance
and reliable transmission. Wireless sensor MAC (WiseMAC)
[9] utilizes a preamble sampling technique to synchronize
the wake-up schedule between the access point and nodes in
WBANs. In each period, the receiver nodes wake up regularly
to check the channel in a short duration. If the channel is busy,
the node will receive data packets and send an acknowledgement packet to the sender node. Otherwise, the receiver nodes
enter sleep mode until the next sampling period. The access
point updates the sampling schedule of all sensor nodes periodically, which contain the wake up and sleep interval times
of each node. The access point will transmit data packets
to the node after the node wakes up and receives preamble
sampling to guarantee that the data packets arrive as soon as
the node is awake. Therefore, the nodes consume very low
battery power when the channel is idle.
In the asynchronous approach, the nodes do not wake up
at the same time. The probability sensor MAC (PS-MAC) [6]
protocol is one of the most well-known mechanisms. Each
node generates a pseudo random number and a pre-wakeup
probability. A pseudorandom number and pre-wakeup probability will be exchanged with its neighbor nodes to obtain
the neighboring nodes schedule, which is called a pre-wakeup
schedule. Subsequently, the nodes determine the actual listen and sleep schedule based on the pre-wakeup schedules,
which is the interval time for a listen or sleep period. Therefore, the nodes reduce the unnecessary waste of energy for
idle listening. A high efficient sensor MAC (HES-MAC) [28]
protocol also uses the duty cycle, as in previous schemes, but
the duty cycle is asynchronous with the others. The asynchronous scheduled MAC (AS-MAC) [16] protocol allows
the nodes in the WBANs to exchange a Hello packet, which
contains its asynchronous periodic listening and sleep interval time. The sender node will not wake up at its wakeup
time if it does not have the data packet to send. Otherwise, if
the node has a data packet to send, it will wait until it falls in
the wakeup period. The receiver nodes wake up for a short
interval to check periodically the available channel without
receiving a signal. If the channel is idle, the receiver nodes
will go into sleep mode. On the other hand, if the channel is
busy, the receiver nodes remain in the channel and receive the
data packets. This technique is called a low power listening.
The pattern MAC (PMAC) [45] protocol introduces the
concept of sleep and wakeup patterns for all nodes. In PMAC,
a string of bits (slot time) indicates the sleep or wakeup
period for a sensor node. If the string is bit 1, the node will
remain in the wakeup period, otherwise the node is in sleep
period. For example, if the string of nodes is “001”, the node
will sleep for two consecutive slot times, and then switch to
wake up in the third slot times. The adaptive energy efficient
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MAC (AEEMAC) [2] and traffic aware energy efficient MAC
(TEEM-MAC) [36] protocols also use sleep and wakeup
mechanisms with a long sleep period to reduce idle listening and avoid collisions by using the RTS/CTS combining
‘SYNC–RTS–ACK–RTS’ control packets. The ‘SYN–RTS’
packet is a single message, which contains information on
ACK and RTS control packets. The node will send the ‘SYN–
RTS’ packet to the other node to announce to its neighbor
nodes that it associates synchronization and communication
with the node, which is indicated in the ‘SYN–RTS’ packet.

[26] and Timeout-MAC (T-MAC) [7] protocols are designed
not only to avoid collision with a clear channel assessment
(CCA) but also to extend the lifetime of the network by periodically going to sleep or performing low power listening
(LPL). Moreover, to synchronize between the nodes in a network, the nodes regularly update the schedule by sending
and receiving a SYNC packet containing the address of the
sender and the time of their next sleep period.

2.2 Contention-based MAC protocols

Contention-based protocols can avoid or detect collisions
with a CCA and using RTS–CTS–ACK control packets. The
nodes will enter a sleep period or LPL technique periodically
to reduce energy consumption. Furthermore, the CSMACA mechanism has simple deployment, lower delay, reliable
transmission and low bandwidth utilization for small size
networks, such as WBANs.

Contention-based (called random access) MAC protocols
have rules for nodes to control the channel access for solving the contention and avoiding collisions. The channel contention phenomenon occurs when many nodes attempt to
access simultaneously a channel in the WBANs to transmit
data packets. Contention-based MAC protocols allow nodes
in WBANs to access and share the same radio channel without requiring coordination among nodes. In the IEEE 802.11
standard [11], the frame priority is defined by the different
inter frame spaces. When a node wants to transmit data packets, it waits until the channel is idle for a distributed coordination function interframe space (DIFS) time before sending
a RTS message. DIFS is the lowest priority time interval
for asynchronous transmission services. This is because the
DIFS has the longest inter frame space [11]. The sender node
is only allowed to transmit its data packets when it receives
a valid CTS message from the destination node. If the node
receives the data packet accurately, it will send an acknowledgement packet to the sender node. The sender and receiver
will go periodically into a listening and sleep mode after they
have finished sending and receiving their data packets.
In CSMA-CA, called “listen before transmission”, the
node must listen to the channel before sending a data packet.
If the channel is in an idle state, that node can transmit a
packet. Otherwise, it must wait for a random time before
it can try again to avoid collision. Many protocols use the
contention-based mechanism, such as An energy efficient
and low latency MAC (DMAC) [21] and sensor-MAC (SMAC) [43]. S-MAC utilizes low-duty-cycle mode for all
nodes, which indicates a fixed interval time for the transmitted and received packets. In the low-duty-cycle mode, each
node goes periodically to sleep to reduce idle listening. A
complete duty cycle has a frame structure that includes two
parts: a wake-up period and a sleep period. In the wake-up
period, the nodes can transmit data packets to their neighbors.
In the sleep period, the nodes reduce the idle listening time
by regularly turning off their radio. If the nodes have data
to send during the sleep period, they must delay transmission until the next wake up period. Energy-efficient and high
throughput MAC (ET-MAC) [1], Berkeley MAC (B-MAC)

2.2.1 Advantages for energy efficiency

2.2.2 Disadvantages for energy efficiency
The CSMA mechanism demands additional energy waste for
RTS, CTS and ACK packets. If a node switches from listening
to sending, it will not listen to the channel. Collisions can
occur if a RTS or CTS packet arrives during a transceiver
state switch. In addition, the nodes are also energy waste for
regularly communicating SYNC packets to synchronize the
schedule with their neighbor nodes.
2.3 Schedule-based MAC protocols
Schedule-based (or called contention-free mechanism) MAC
protocols are performed by assigning a predefined time slot
to each node. The nodes will use these time slots for reliable communication in WBANs. The time division multiply
access (TDMA) mechanism is a good example of a schedulebased mechanism. In the TDMA technique, the radio channel
is bound by a superframe structure, which includes a number
of time slots assigned by an access point or PAN coordinator. Each node uses an exclusive time slot that is allocated
sufficient time to complete sending and receiving data packets [17]. The node goes into a larger sleep period or standby
to save power. TDMA-based MAC protocols, such as BodyMAC [10], Medical MAC (Med-MAC) [38], energy efficient
low duty cycle MAC (EELDC-MAC) [23], battery dynamics driven MAC (BDD-MAC) [35] and context aware MAC
(CA-MAC) [20] are developed to enhance the energy efficiency by reducing the possibility of collision of packets,
radio transmission times, idle listening and control packets
overhead. On the other hand, the TDMA-based [25] protocol
uses link state dependent scheduling (LSDS), which schedules each independent slot time for each node. The node only
transmits data packets when its slot time is predicted to be
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Fig. 1 IEEE 802.15.4
superframe structure
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good and delays transmission when its slot time is predicted
to be bad. Therefore, it reduces the power consumption in
communications.
2.3.1 Advantages for energy efficiency
The schedule-based mechanism is an attractive solution for
WBANs because it was designed for energy efficiency and
reliable transmission. The TDMA-based MAC protocols can
accommodate in-body nodes, which demand power-efficient
and reliable communications for variable traffic in WBANs.
2.3.2 Disadvantages for energy efficiency
TDMA schemes support variable WBAN communications.
The time slots can be allocated according to the traffic requirements whenever a node demands transmission.
TDMA schemes are not scalable, flexible and adaptive with
dynamic types in a network topology and limit the maximal number of nodes within a deployment area. In addition,
cluster formation and time slot allocation for each node in
a cluster consume energy as an overhead. The power of a
gateway node or access point will deplete easily due to the
more communications with other nodes.
2.4 Hybrid MAC protocols
IEEE 802.15.4 standard is a low-power protocol designed for
low data rate applications. As shown in Fig. 1, the beaconenabled model of IEEE 802.15.4 has three periods: a contention access period (CAP), a contention free period (CFP)
and inactive period [18,32]. The nodes can send data packets in two different periods in a superframe that is called
CAP and CFP. The beacon interval (BI) is the time interval
between two beacons, and the superframe duration (SD) is
the active time interval of a superframe, which includes a
CAP and CFP [18]:
BI = aBaseSuperframeDuration * 2 B O
SD = aBaseSuperframeDuration *2 B O
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In here:
aBaseSuperframeDuration =960 symbols
1 symbol = 16 µs
BO = Beacon Order
SO = Superframe Order
The IEEE 802.15.4 standard provides two modes of action,
which are a beacon-enabled and beacon-disabled mode (or
non-beacon mode) to interact with the nodes in a network
[41]. In a beacon-enabled mode, the network is managed by
an access point. This node sends beacon packets periodically
to other nodes at beacon interval (BI) so that the nodes synchronize with the superframe structure and use the slotted
CSMA/CA in the CAP protocol. In a beacon-disabled mode,
the access point does not send a beacon frame. The nodes
send data packets to other nodes or access points using the
unslotted CSMA/CA protocol in CAP. To save energy, all
the nodes will go into a sleep period during the long inactive
period [45]. The CFP consists of guaranteed time slots (GTS),
which are similar to the TDMA mechanism. The nodes can
use the assigned time-slots to transmit data packets regularly
to other nodes or access points.
The Zebra MAC (Z-MAC) [30] protocol is a hybrid protocol that utilizes the advantages of both CSMA and TDMA.
Z-MAC can reduce the idle listening time using TDMA under
a low level of contention. When the contention level is high,
many nodes attempt to access the channel simultaneously. In
this situation, Z-MAC switches to CSMA to accommodate
more nodes attempting to access the channels. Accordingly,
Z-MAC can improve the network performance and increase
the energy efficiency. Furthermore, the Gateway MAC (GMAC) [3] protocol organizes WBANs according to the clusters; each cluster has a cluster head (called gateway node).
The structure frame is divided into two periods: a contention period and contention-free distribution period. In the
contention period, a node can send future-request-to-send
(FRTS) control message to the gateway node to reserve the
wake-up and sleep schedules in the contention-free period.
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Fig. 2 Attack scenario using
the GTS interval

The gateway node synchronizes the wake-up and sleep time
between the nodes. After synchronization, the gateway node
sends a gateway traffic indication message (GTIM) to the
nodes. During the contention-free period, the nodes exchange
data packets and re-elect the cluster head according to the
resource adaptive voluntary election (RAVE) scheme.
2.4.1 Advantages for energy efficiency
Hybrid protocols employ two mechanisms: a contentionbased mechanism, like the CSMA, and a contention-free
mechanism, like the TDMA. In the contention-free mechanism, the nodes will go to sleep and wake up at a reserved time
slot. Therefore, the idle listening time is reduced. When the
content is high, the hybrid protocols switch to a contentionbased mechanism to admit more channel accesses. The
hybrid protocols can adapt to the different network conditions.
2.4.2 Disadvantages for energy efficiency
Combining the two mechanisms increases the complexity of
the hybrid protocols. The transition between the contentionfree and contention-based mechanism requires more control packets. The transmission of control packets will not
only increase the network traffic but also consume additional
energy.

WBANs and cause collisions. In contention-based MAC protocols, such as CSMA/CA, RTS–CTS and Acknowledged
control packets are used to avoid collisions between legitimate sensor nodes. On the other hand, an adversary node
listens to the control packets and does not follow the normal
MAC protocol operation. The RTS packet header includes
duration information, which is the amount of time required
to transmit the data packets. By knowing this duration information, the adversary node easily sends dummy packets to
the wireless channel and performs a collision attack. For
schedule-based MAC protocols, the adversary node must
synchronize with the access point by receiving the beacons
successfully to conduct a collision attack.
For example, the IEEE 802.15.4 [18] standard consists
of three periods: contention access period, contention free
period and inactive period. The contention free period uses a
schedule-based MAC protocol. The legitimate node sends a
guaranteed time slots (GTS) allocation request to the access
point, which includes the length and direction (called descriptor) [31,34]. If the access point accepts the GTS, it will
announce a beacon message to all nodes. At that time, the
adversary node will know the allocated GTS(ed note: already
defined.) by extracting the GTS descriptor from the received
beacon frame. After that, the attacker can create interference and cause a collision of the GTS data packets between
the legitimate nodes and access point, as shown in Fig. 2
[24,33,44].
3.2 Denial of sleep

3 Energy exhausting attacks
This section discusses three major energy-exhausting attacks:
collision, denial of sleep and selfish.
3.1 Collision attack
As mentioned above, collision is the main source of energy
wastage. With the knowledge of MAC protocols, adversary nodes can intentionally inject dummy packets into the

In this denial of sleep attack mechanic, the adversary node
attempts to decrease the life time of the sensor nodes in
WBANs by prolonging the working time of sensor nodes.
The principal goal of denial of sleep attacks is to force the
nodes in WBANs to remain in either the wake-up period or
active period. A denial of sleep attack on MAC protocols in
WBANs affects the energy consumption of the node by preventing the nodes from going to a sleep period or inactive
period. The adversary node with full knowledge of the layer
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Fig. 3 Scenario of a denial of
sleep attack using broadcast
packets

protocols attempts to maintain the sensor nodes in the active
period during the superframe structure or during the duty
cycle, such as sensor-MAC (S-MAC) [43], timeout-MAC
(T-MAC) [7], and Berkeley MAC (B-MAC) [26,29]. Consequently, the lifetime of the sensor nodes will be reduced
rapidly. Raymond et al. [29] classified the denial-of-sleep
attack on the MAC-layer of WBANs using the following
three methods: unauthenticated broadcast attack, intelligent
replay attack and full domination attack.
3.2.1 Unauthenticated broadcast attack
In this method attack, the adversary node knows everything
about the MAC protocol but is unable to penetrate the network. The adversary node consecutively broadcasts unauthenticated packets to all nodes in the WBANs by imitating
all the rules of the MAC protocol. The unauthenticated packets affect the sleep and listen cycle of almost all the nodes in
the WBANs, which keeps the transceiver of nodes in the listening period to receive packets. The unauthenticated packet
or fake packet is identified by deciphering and comparing
the information in the receiver node. This is called a mutual
authentication scheme [4,15].
For contention-based MAC protocols, (CTS)–(RTS), synchronization packets and low power listening (LPL) are used
to handshake or control the process actions of the network.
Therefore, when the adversary node broadcasts unauthenticated packets continuously into the network for a long time,
these messages will be received and checked in the Link
layer of the nodes because it thinks that these messages are
from its legal neighbor nodes. After the nodes authenticate
the packets, they will discard these messages as fake packets. On the other hand, when the nodes receive fake packets, they will have stayed in the wake up period resulting
in a waste of power. For example, with the sensor-MAC (SMAC) [43] protocol, during the sleep period, the nodes periodically wake at the scheduled listen time of its neighbors to
synchronize its sleep schedule with the neighbors by broadcasting a SYNC packet. When the adversary node broadcasts
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unauthenticated packets at the scheduled listen time of the
legitimate node, it will awake and receive these unauthenticated packets. Therefore, the nodes are unable to enter the
sleep period because they have received and rejected useless
packets.
In the Berkeley MAC (B-MAC) [26] protocols, the nodes
will also periodically sense the channel in a fixed interval (using the LPL technique) to check the channel. If the
channel is busy, the nodes will turn on their transceiver and
remain awake for the time required to receive the incoming packets. Therefore, the nodes cannot enter sleep period
to save power. For the timeout-MAC (T-MAC) [7] protocol,
the nodes also does not enter sleep period during the contention period because of the need to be awake to communicate periodically with its neighbors by sending and receiving
the control packets. The gateway MAC (G-MAC) protocol
[3] combines contention-based and contention-free. Under
this protocol, the adversary node affects the gateway more,
and it will remain in the wake-up period during the entire
collection period due to RTS–CTS–DATA–ACK exchange
with the other nodes.
In the schedule-based mechanism MAC protocols, the
adversary node also broadcasts unauthenticated packets into
the network. On the other hand, the nodes in the network have
been scheduled by assigning each node a slot time to transmit to the access point or manager node. Consequently, it will
be difficult for this type of attack to affect all sensor nodes
but it might reduce the bandwidth network. An unauthenticated broadcast attack will have an impact on its energy consumption and decrease the lifetime of all the sensor nodes by
preventing it from entering the sleep period. Figure 3 shows
that adversary node broadcasts control packets (RTS–CTS–
ACK–SYN) repeatedly to all nodes in the network so that all
nodes must be in the wake-up period and receive it.
3.2.2 Intelligent replay attack
In intelligent replay attack, the adversary node has complete
knowledge of the MAC protocol but is unable to penetrate
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Fig. 4 Scenario of a denial of
sleep attack using an intelligent
replay attack

the network. The adversary node will use its full knowledge
about the layer protocols to perform an intelligent replay
attack in WBANs. The SYNC packets will be replayed at
interval of the node’s duty cycle to skip the sleep period and
begin a new duty cycle for each node. Therefore, the nodes
are kept in the wake up period and run out of energy, such as
timeout-MAC (T-MAC) [7] and sensor-MAC (S-MAC) [43].
The nodes use the SYNC packet to perform synchronization for the active period and sleep period of the nodes, which
is sent at the beginning of each frame. The receiver node will
recalculate the next sleep time depending on the value in
the SYNC packet to maintain synchronization with the other
nodes whenever it receives the SYNC packets. The adversary
node will record the sleep time value of each node, which is
indicated in the SYNC packet to retransmit the SYNC packet
to all nodes [29]. If the SYNC packet is encrypted and the
adversary node cannot read the sleep time value, the node can
still identify by monitoring the actions network and calculate
the time of the transition from the sleep portion of a frame to
the SYNC period in the next frame.
For gateway MAC (G-MAC) [3], the GTIM and FRTS
messages can be replayed to prevent all the nodes from entering the sleep period because the nodes need to be awake in
a interval time during the contention-free period to listen to
these packets. In schedule-based MAC protocols, each node
is assigned a predefined time slot policy to communicate reliably in the network. With this attack type, a replay attack is
difficult to perform on a legitimate node because it does not
use a SYNC packet, such as Medical MAC (MedMAC) [38],
which uses timestamp scavenging, and the adaptive guard
band algorithm (AGBA) to synchronize between the access
point and the other nodes. Energy-efficient low duty cycle
MAC (EELCD-MAC) [23] performs synchronization using
the same Network control packet (NC) at the end of the frame.
This type of attack on the MAC protocols prevents the nodes
from entering the sleep or inactive period. Figure 4 shows that
the adversary node replays its SYNC packets to all nodes in
the network. The nodes will restart the duty cycle and keep
them in the wake-up period.

3.2.3 Full domination attack
This type of attack assumes that the adversary node knows
everything about the MAC protocol and can penetrate the
network. This is one of the most destructive attack types in
WBANs. This type of attack increases the power consumption in almost all MAC protocols because it can penetrate the
network and gain knowledge of the layer protocols. The full
domination attack against the sensor-MAC (S-MAC) [43] or
timeout-MAC (T-MAC) [7] protocol is a similar intelligent
replay attack. On the other hand, in this attack method, the
adversary node does not replay the SYNC packets. Instead,
it modifies the sleep schedule of the nodes in the network by
setting a new sleep time for the nodes, (e.g., set up a maximum value) so that nodes are unable to enter sleep period.
The sleep time contained in the SYNC packets is the time
the nodes begin entering the sleep period.
When the nodes receive this new sleep time, they will
recalculate the next sleep time according to the new sleep
time value in the SYNC packet to synchronize the sleep
schedule with the other nodes in the WBANs. Against the
gateway MAC (G-MAC) [3], the adversary node will modify
the wake-up and sleep schedules in the GTIM of the legitimate nodes to keep all nodes on the wakeup period during
the contention-free period of the frame. Because the GTIM
contains the wake-up and sleep schedules of the nodes in
the contention-free period, this message will be received at
all nodes in the contention period. After modification, the
adversary node will broadcast the GTIMs at point coordination function interframe Space time to all the nodes in the
WBANs.
To attack the gateway node, the adversary broadcasts
FRTS messages to the gateway at the contention period to
keep it awake during the wake up period. In addition, the
full domination attack can perform an authenticated broadcast attack, alike the unauthenticated broadcast attack. On
the other hand, in this case, the adversary node sends the
broadcast authenticated packets to the WBANs, which will
be confirmed and accepted at all receiver nodes to prevent
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Fig. 5 Scenario of a denial of
sleep attack using full
domination attack

the nodes from entering the sleep period or cause collision.
For schedule-based MAC protocols, each node is assigned a
predefined time slot. The nodes will use a time slot policy to
transmit its data packets to the access point or other nodes.
Accordingly, it is difficult for the adversary nodes to make a
domination attack on all legitimate nodes but can reduce the
bandwidth network or cause interference at an access point.
As shown in Fig. 5, there are two adversary nodes, which
are numbered 1 and 2. The details of the events are as follows:
Step 1: adversary node 1 broadcasts a packet to the network.
The packet is authenticated by all the nodes. Step 2: adversary
node 2 broadcasts the packet to the network
Step 3: node 3 sends the data packet and causes a collision
with packet of the adversary node 2 broadcast. Step 4: adversary node 2 repeatedly broadcasts the packet to the network,
which prevents the nodes from entering the sleep state and
its battery power will be exhausted.
3.3 Selfish attack
In selfish attacks, the adversary nodes take advantage of the
MAC protocols to use the resources unfairly. Contentionbased MAC protocols are more vulnerable than the schedulebased MAC protocols. The schedule-based MAC protocol,
such as TDMA, assigns each node a predefined time slot
for data transmission. The access point determines the timeslot assignment policy. Therefore, the adversary nodes find
Fig. 6 Scenario of selfish
attack in multichannel WBNs
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it difficult to perform a selfish attack. In the schedule-based
MAC protocol, such as CDMA/CA, the sensor nodes sense
the channel before sending the data packets. If the channel
is idle, the sensor nodes wait until the DIFS time interval
and then send the data packets. If the channel is busy, the
sensor nodes increase the waiting time exponentially. On the
other hand, the adversary nodes can always choose a shorter
waiting time and have higher chance to access the channel
than the legitimate nodes. The legitimate nodes have to wait a
longer time and sense the channel that consumes more power.
In multi-channel WBANs, each sensor node has multiple channels. The channels consist of one common control
channel and several data channels [19]. A common control
channel is dedicated only to exchanging management information. Each sensor node will regularly broadcast the current
multiple channel allocation information to all of its neighboring sensor nodes using a common control channel. The channel allocation information includes the number of channels
in current use as well as the number of available channels.
The adversary nodes will broadcast fake information on the
available channels to pre-occupy them.
The adversary nodes will send a larger number of channels in current use than real to reserve the available channels
for later use. The legitimate nodes cannot use the pre-occupy
channels. With limited channels, there is high probability of
collision, and the legitimate nodes will consume more energy
for sensing and waiting, as shown in Fig. 6. Table 1 summa-
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Table 1 Summary of energy exhausting attacks in MAC protocols in WBANs
EEM

MAC

Unauthenticated
broadcast
attack

Intelligent replay
attack

Full domination
attack

Collision attack

Selfish attack

C-BM

S-MAC

Keeping nodes
awake by
broadcast fake
packets at the
scheduled
listen time

Replaying SYN
packet to keep
nodes awake
during synchronization
time

Modification
sleep schedule
to prevent
nodes going
sleep period in
SYN packets

Collision or
conflict by
sending
CTS/RTS
packets

Using short back
off window

T-MAC

Preventing nodes
to sleep during
the contention
period by
broadcast fake
packets

Replaying SYN
to prevent
nodes going
sleep period

Preventing nodes
sleeping by
modifying
SYN packets

Causes collisions
by sending fake
packets

Using short back
off window

Wise MAC

Preventing nodes
to sleep by
broadcasting
fake packets
after getting
preamble
sampling

Less effect than
other attack
methods

Energy waste
when nodes
regularly check
channel to enter
activity mode

Collision in
access point by
sending fake
packets

Using short back
off window

B-MAC

regularly receive
fake packets
due to using
PLP technique

Less effect due to
not using SYN
packet

Less effect due to
not using SYN
packet

Can perform
collision attack
if knowing
duration
information

Using short back
off window

Body MAC

Effect on
gateway node,
less effect on
other nodes

Difficult to attack
due to no SYN
packets

Difficult to attack
on sleep period
of nodes

effect on nodes
due to sending
data in GTS
slot time

Difficult to attack

TDMA-based

Difficult to attack
due to
predefined time
slot

Difficult to
replay SYN
packet in sleep
period of nodes

Less effect on
nodes in sleep
period

Attack by
sending fake
packets in GTS
slot time

Difficult to attack

Med-MAC

Less effect on
sleep period of
nodes due to
adjustable time
slots

Difficult to attack
due to using
beacon packets
to synchronize

Less effect on
sleep period of
nodes

Effect on access
point and nodes
in GTS slot
time

Difficult to attack

Z-MAC

Less effect due to
assigned time
slot for each
node

Difficult to attack
in a low level
of contention
period

Less Effect on
nodes in
contention
period

Effect on
contention-free
period in GTS
slot time

Difficult to attack
in contention
period

CA-MAC

Effect on nodes
in low
contention
period

Less effect due to
using beacon
packets to
synchronize

Less effect on
nodes in
contention
period

Less effect in
contention
period in GTS
slot time

Difficult to attack

G-MAC

Effect on
gateway node
during a
collection
period difficult
in power saving
mode

The GTIM or
FRTS packet
can be replayed
in collection
period

Modifying
GTIM or FRTS
packets to
prevent sleep

Less effect on
nodes or access
point

Effect on
contention
period

S-BM

H-BM
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rizes the different attacks on the MAC protocols in WBANs.
Abbreviations in table: energy-efficient mechanisms (EEM),
contention-based mechanism (CBM), schedule-based mechanism (SBM), hybrid-based mechanism (HBM).

10.

4 Summary

11.

Energy consuming attacks reduce severely the lifetime of
the sensors and affect the quality of healthcare services.
This paper identified the major types of energy consuming attacks as a denial of sleep, congestion and unfairness
attacks. The MAC protocols were classified into a contention
based, schedule based and hybrid based mechanism. Finally,
the paper provided a detailed analysis and summary of the
effect of the attacks against energy efficient MAC protocols.
Future work will design and develop detection and prevention mechanisms for energy consuming attacks. Contact the
corresponding author, Dr. Hoh Peter In, for more detail of
this research.
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